Shared Source CLI 2ldternals

Joel Pobar, Ted Neward
with David Stutz and Geoff Shilling



Table of Contents

PREFACE ...ttt ettt ettt ee e e oo 4o h bbbttt e e e ok bbbttt et e e e e o R b ettt e e e e nb e et aeat e e e s nne e e s 1
Who Should Read ThiS BOOK...........uuiiiiiiiiiiiieeetie ittt eesi et eesa e e e e 4
HOW ThisS BOOK IS STIUCTUIEA......cciiiiiiiiei ettt et e ena e e e e 4
ONINE CLI RESOUICES. ... uteiiiieiiitiie et eete ettt et e e sammt e s s ettt e e e s sbbbb et e e samme e e s enbbbn e e e e s annbneeeesd 6
ACKNOWIEAGMENTS ... eeei ettt ettt e et e e e s st b et e e e e s e e e e bbb et e e e e s aabbeeeeeeesareneas 6

INTRODUCING THE CLI C OMPONENT MODEL ...ttt 9
The CLI Virtual EXeCUtion ENVIFONMEIL........cooiiiiiiiiiiiiiiieeeiiie ettt e et e et e e 10
A CLI Implementation in Shared SoUrce: ROLOK...........uuviiiiiiiiireeiiiiee et eibe e 17

2 GETTING STARTED WITH ROTOR ...ttt ettt rmmee s 25
A Simple ComMPONENt ASSEMIDIY. .....coiiiiiiiiie et s b s e e bnee e s 25
Observing Managed EXECULION..........coiuuiiiiieiieeeiie ettt e e e e e ne e eennee s 36
LOOKING ARNEAU. ......eeeiieiiieie ettt e e ettt e e e s rme e e st b et e e e e e bbb e e e e e e s amneeeaae 39

USING TYPES TO DESCRIBE COMPONENTS .....coiiiiiiiiiitie ittt neene e 40
Types and TYPE SYSIEMIS.....uuiiiiiiiiiiiiieee ittt ee e e stteeee e s smee e s sirreeeeesssnnneeeessmmeeessnnnnneeesssnnnn s A0
MOTE ON VAIUE TYPES. ..ttt ettt ettt e e sttt e e e e e bbb e et e e e e e et e e e e e e aabees 53
MOTIE ON RETEIENCE TYPES. . eiiiiieii ittt ettt e e b bt e e e e s rme et e e e e e e nneees 58
TYPE INtErOPEIADIIITY.. ..ottt e e 65
Using Typesn DataDriVEN COUR.......cuii ittt ettt e e e e ne e eeeee 67

EXTRACTING TYPES FROM ASSEMBLIES ........ccooiiiiiiiiiiiiiiienieeeee i sieesiieeee e d L
LY LI = 1o3 = To oo T TP EPP PR 71
PN o] o ITox= 11To] g I Do ] 1 F=] ¢ £ ST TP PP PPU PSPPI 38
Bootstrapping the ASSemMbIY LOAA PrOCESS ... ..uuuiuiiiiiiiiiiiieeeiieeiieiee e e e e e e e e seeeeeeereereaeaeeeeaeeaen s Q0
Securing Against Harmful ASSEMDIIES.........ouuiiiiii et 94

SYNTHESIZING COMPONEN TS .. iiiiiiiieiiiiiiiee e etieeeiti ettt et e e et e e e e s sebaae e e e e s annbeeens 96
The Anatomy Of @ COMPONENL........ciiiiiiiiie et e e e et e e e e s sb e e nnebeeeeeeeaa 96
Verifying and ComMPIlING ClL........uuiiiiiiiiiiiiie e e e e e 120
Calling Conventions in Managed COUE...........cooiiiiiiiiieeeieee et 128

Table of Contents



B GENERICS ..ot 137

DeSIgN APPIOACKH. .....ceii et 138
IMIPIEMENTALION ...ttt et e e s st e e e e s rmmee s s sbb e e e e e s e nnbbn e e e e s ammne s 141
Breadth Of CRANQES ...t eb e e s e ab e e e e nnnnes 152
7 RUNTIME TYPE DEFINITI ON AND EXPLORATION ....otiiiiiiiiiiiiiieee s iiieeeiiieeee e 157
REIECTION AP et e bbb ereb e e e s e bbb e e e e e e e bbb e earreas 157
Emitting Components DYNAMICAIIY.........ccooiiiuiiiiieii et 181
Lightweight COde GENETALION..........ueiieiiiiiiii ettt e et e e e eeeme e e e e anees 184
8 REGULATING THE EXECUT ION ENGINE .....cccoiiiiiiiiieiiiiiiteeeeeee et 192
TRFEAAS. ...ttt ettt e e e et et e e e e nrres 192
Traversing the EXecution ENQING STACK .........cuuiiiiiiiiieieiiit et 195
Threading and CONCUITENCY..........utiiiiiitii ettt eeee e e s s b e e e s e bbb e e aeeee e e e e e annrneas 203
Synchronizing Concurrent ACCESS t0 COMPONENLS.........uuviieeiiiiiiireeireeeeesrirreeeee s rtrerenreeeeee e 219
Handling Component EXCEPLIONS. ......c.uueiiiieiiiiit ettt et e et e e e s saebbanenseeeeeas 220
9 MANAGING MEMORY WI THIN THE EXECUTION E NGINE .....cooccciiiiiiiiiiiccceeeee e 233
Memory and ResSource ManagemMENL..........uuiie i iiiiieeeiie e et e et eesebe e e e e bbe e e e s e snbreeeaees 234
Organizing and Allocating DYNamiC MEMOLY..........cciiiiiiiuiiiiiieaeee et ee e et eeeamee et eee e e 236
RECIAIMING MEBIMOIY......eiieeie ettt ettt s sttt e e s smmee s st e e e s annnnneeae s 243
Structuring Metadata for COlECHION............iiiiiiiiii e 249
SChEAUIING COIIECLID ...ttt et e et e e et e e e e e neees 251
FINAIZATION ...ttt e ettt e e eeme e e e s et b e e e e e e sb b b e e e e semee e e e annen 253
10 INTERLUDE: ENABLING C OMPONENT INTEGRATION WITH METADATA ... 257
Altering Metadata RePreSENTAtiON..........ocvuiiii it 257
Transforming Metadata in the CLL...........uiiiiiiiiee e 258
=y o To b= L= W] I ot 1o o AP O PP PP PRPT 259
APPENDIX A: THE PLATFORM ADAPTATI ON LAYER ...ttt 260
PAL OVEIVIEW ...ttt ete ettt ettt oot teee et e e e 4 e s kbbbt e e e e 4 s bbb s eneb et e e e e e nbbbe e e e e e e nnbbeannseeas 260
COMMON NfFASITUCTUNE ...ttt ettt ettt e e e e st e e e eree e e e e s abbaeeeeeean 262
Processes and TRIEAMS. ........oouiiiiiii ettt 267
Synchronizing Processes and ThrEadS . .......ooo it 273
IMPIEMENTING SIGNATING .....eeiee ittt e e m e e e e e 279
Suspending and Resuming PAL Threads........ccooiiiiiiiieeee et 285
ASYNChronous ProCedure CallS.........cuueiiiiiiiieieiiieee et 287
Handling EXCeptions iNthe PAL ...t rmmee e 287
Managing Memory WIth the PAL ... aeeee s 295
EXploring the RESt Of the PAL.........oii et 298
Joining Components t0 the OS.......coiiiiiiiiii e e e s 301
APPENDIX B: ADD A NEW CIL OPCODE .......ouiiiiiiiiitiieee ettt 302
Adding EXponentiation t0 ROTOL..........ooiiiiiiiie ettt e rmeee e 302

Table of Contents






Shared Source CLI
2.0 Internals

Joel Pobar, Ted Neward
with David Stutz and Geoff Shilling

Preface

Version 1.0 of the Microsoft Shared Source CLI (bt | af fectionately referred to
code name) was released to the programming community at large in November of 2002. It is a portable
implementation of the programming tools and libraries that make up the EE3ACLI standard,

distributed as source code.

Version 2.0 of Rotor was released to the programming community at large simultaneously with the Visual

Studio 2005 product (codea med AWhi dbeyo) , as an i mplementation of
again distributed as source epcand containing a number of enhancements commensurate with the new
specification.

The fascination that source code holds for programmers has long been known at Microsoft, yet it remains
an unusual way for Redmond to distribute its software. In the daB®tor, however, the choice was
obvious: for experimentation, learning, and as a teaching vehicle, source code has no peer. There is no finer
way to learn about any computer standard than to browse and tinker with an implementation directly.

This bookisa companion to Rotords code. I't illustrates th
using Rotords own i mplementation of that standard. M
the illusions, trapdoors, invisible linkages, and hiddarets from which they are built. Complex software

systems, and the ways in which they bridge the abstract world of the programmer with the physical world

of a computational model frozen in silicon, are invariably a fascinating topic.

The Rotor Distribution (from the 2" Edition)

Five yearsago, the first edition of this bookeleasedin deadtrees form to the .NET development
community to outstanding acclaim amongst a small group of .NET develdpBLI Essentialgl was a
breakout endeavor, both for me and the community at lasgegell agor Microsoft as a company.

For me , the book not only taught me a great deal fr
commercial cousin, the CLR) during its authorindyieth brought me to conferences, but also it opened
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doors to company meetings, where introductions would
did the Rotor book, how cool !0 For that, I wi || al we
base.

And certainly | was not t h é seVeminothershvdtmrethei wideraCLly o f Rot

community have seen their understanding of how a CLI implementation (and, by extension, the CLR itself)

works by poring through the source code, ahtimes stepping through it in a debugger. Rotor has served

as the underpinning for several conference talks, numerous mailing list discussions, and hallway
conversations. I n fact, alongside Lutz Reaesdher s wond:
only way a .NET developer could peer inside the maéhime that machine the actual execution engine

itself or the collection of libraries that shipped with o discover if the behavior exhibited by the runtime

was deliberate, misunderstood,aobug.

But Rotor also opened some doors at Microsoft as well, in this case, the doors to the wigsyuopen

community. Prior to Rotords release, Mi crosoftbés rec
was nonexistent, to the point wherdckbsoft was not only routinely held up as the classic model of a

icl eesoaud ced company, but portrayed (accurately, at ti
With Rotords rel ease, Mi crosoft t ook easuctessnherat i ve st e
(where success, in this case,notgvasbdekinpd! a€oofiHe)y, K | &

increasingly more bold steps of similar nature, such as the release of WiX on SourceForge, the creation of
CodePlex, the release wbnPythod s source from the very e pmject,est st ag:e
which not only makes the source available for others to build but also accepts source from external parties.

With the most recent releasé \isual Studio (2008, the .NET 3.5 release), Microsoft has gone the extra

step of making the Framework Class Library source available for developers to step through during
debugging, yet another indication of the success developers have found in havauyiitte available to

them during their own endeavors. It may not seem like much to those who grew up in the open source

mi ndset , but for a Fortune 50 company that makes its

With this release 08SCLI Esserdls, | was fortunate to team up with yet another wickedly smaeutbor

(a trend | hope never abates) in Joel, and again the process repeats itself: | learned a lot, a book was
produced, and the small but intense community interested in how an exemgioa operates will now get

to peer under the hood at the most significant change to the CLI, generics, and get a better feel for the costs
and benefits associated with its implementation.

But the book also marks a turning point, as well: with the relefishe FCL source to the wider world of
the development community and the lack of significant changes to the execution engine since v2, the Rotor

di stribution has effectively been Acut |l oosed by it
community, as every open source project must do at some point. This is not a cause for alarm o0é concern
the Mono project continues full f or eseurce @mmndunitli cr osoft

leads to the distinct possibility that the commerciaRCsource will, one day, stand where Rotor once
stood.

Until that time, however, Joel and | fervently hope that those brave, hardy, curious and adventurous souls

who continue to plumb the depths of execution engines and virtual machines will find thia lngekul

map. The CLI continues to grow in adoption, the community surrounding .NET continues to contribute

new and useful i deas, including new |l anguages to the
looked beyond C# or Visual Basic), andsains point to that trend continuing unabated.

In the meantime, pull up a comfy chair, fire up the laptop, open a command shell with the Rotor bits
installed, turn to Chapter 1, and enjoy. And, if you happen to be at a conference where Joel and/or | are

at endi ng or speaking, and if you find the journey fu
raise a pint to Davidés original memo back in 1996 ¢ttt
Ted Neward

Redmond, Washington
July 11, 2008
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The Rotor Distribution (from the 1% Edition)

Over five years ago, | wrote a memo outlining how and why Microsoft should invest in building a
companion runtime to its then current Component Object Model (COM). This idea was not new, either
inside or outside of Microsoft; rpducts were already shipping for this purpose in the form of C++
frameworks and integrated development tools, such as Delphi and Visual Basic. The popularity of these
languagespecific approaches made it clear that the technical community was readepd fatures in

their everyday tools and APIs that had once served to distinguish programming languages from one
another, such as direct support for thrbagded concurrency, structured exception handling, garbage
collection, and the runtime enforcementygesafety.

The technologies that made up the list of features in the original proposal had been waiting in the wings

(for decades, in some cases), and some were already available to programmers as Windows APIs.
Augmenting these APIs with a library implemtation that could be shared in place of a growing number of

subtly incompatible and overlapping component runtimes made obvious sense. A small team was
empaneled by David Vaskevitch to flesh out the details and to make an initial technical proposel, whic

was run through Micr osof t ébgilding provess.hHaving beenrdeemmed ang c o n s
Good ldea, the proposal became the initial strawman for the product now called the Microsoft .NET
Framework.

Very early in the development of the .NET Framekydhere was discussion of creating a sowoée

distribution of the technology for researchers, academics, and experimenters. This discussion was spurred

by Microsoftés desire to attract a critipoddcts mass of

to the new platform. Realizing that having a portable implementation of the CLI was important for both
standardization purposes and for the research community, Paul Maritz sponsored the formation of a small

team under Geoff Shilling to exploreettidea and begin implementation plans. With help from many
individuals, both inside Microsoft and out, Geoffds ¢

In the interim between memo and product, a wonderful thing happened. While the origirfedjbaen to

provide a core set of modern services for COM programmers, what emerged five years later was far more
useful. The original runtime library, in the hands of Brian Harry, Mike Toutonghi, and a talented cast of
thousands, had become a complgeneralpurpose virtual execution model. Even better, this model had
been carefully refined as it was shepherded through the ECMA specification and standardization process by
Jim Miller. The CLI standard had been born.

The CLI, at its heart, is an approachbuilding software that enables code from many independent sources

to coexist and interoperate safely. The intent of its design is not simply to sweep gnarly hardware and

devicedr i ver details wunder the r ug ibuatrathdr @ buildarvinalof a Auni
computational model that can be brought up safely within existing host environments and can expose the

native capabilities of these environments directly. The design implications that come along for the ride are

profound, andhey are explored at length within this book.

To use any or all of Rotordéds rich codebase for your
simple, one page shared license that accompanies the code. The code can be found on the CD that
accompaniesthis book, along with additional documentation and related materials. As with any

coll aborative effort, this CD i s only a snapshot
(http://msdn.microsoft.com/net/sgcbr to http://www.sscli.neffor details about auent versions or other

late-breaking information.

Rotor is now in your hands. It is no longer a Microswity endeavor, but rather an ongoing collaboration

with all of you who wish to enhance and extend the CLI standard. Because Rotor takes the @umoeof s
code, it is easy for interested individuals to offer suggestions, upgrade or patch the implementation, and
offer support. This book will help you participate by furnishing context; | hope that you enjoy discovering
the fine points of the CLI as muets we have enjoyed writing about them!

David Stutz
Redmond, Washington
November 24, 2002
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Who Should Read This Book

This book is not about the C# language, the Visual Basic .NET language, the Base Class Libraries (BCLS),

or any other part of the .NET Framefk that has received marketing attention and lots of press coverage.

This book is about the one piece of the .NET Framework that makes all of the above possible: the CLI
standard. As standardized runti me p NETrstrategyglts i t pl ay
technical depth makes it an excellent subject for discourse.

To illustrate the finer points of the CLI standard, this book uses the Shared Source CLI as demonstration
material. The book, however, is by no means a complete overview af. Rbw compiler discussions, the
detailed descriptions of its test harnesses, the coverage of BCL implementation details, and countless other
subjects are missing. As a complex industrial codebase, Rotor deserves this kind of detailed attention; alas,
thsbook isnét where youdll find it!

The target audience for this book falls mainly into four categories:
The research community

There has |l ong been tremendous interest in virtual
should provide many traditionatesearch opportunities in areas, such as security, memory
management, and code generation, as well as less traditional opportunities centered on the industrial,
ireal worl do character of the heavily instrumented

The teaching community

Many curriculaalready include managed execution and its capabilities among their subjects, and Rotor
should provide a bountiful experimental testbed within which to explore this topic. Compiler, systems,

and architectural courses should all find teaching materialindko 6 s codebase.
The professional community

Hordes of programmers, familiar with COM and C++, are moving to the .NET Framework with little
or no familiarity with managed environments. Architects and team leaders will be asked hard
guesti ons, iadhdscEestlomk abthe .NMEG bBxecution engine should provide them with
excellent resources from which they can extract answers.

The community of CLI implementers

Rotor is intended to serve as a useful baseline when bringing the CLI to other platfdnitestiig

group will undoubtedly be smaller than the other three, it will be this community that provides the
most leveraged contribution, whether porting it to new platforms or using it as learning material for its
own new implementations.

More informally, if you live and breathe for virtual machine specifications, such as the Java Virtual

Machine specification or the Smalltalk Abl ue book,
implemented a Scheme or a Forth compiler just for the heck of it,abisib for you. If you find yourself
defending a favorite Ami sunder stood?©o programming | &

understand its boutique feature set or the intrinsic value of its totally hackable runtime and compiler, then
this book is fo you. In short, if you care about the internals of programming languages, developer tools, or
runtime systems, this book should provide you with enjoyable reading.

How This Book Is Structured

The CLI provides a number of services to programming languatgbsools that wish to produce

; and the runtime mechanisms needed to create anthzun are the focus of this
book. After introducing the CLI, its core concepts, and the Rotor implementation, the following topics are
covered:
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The CLI type system

Unlike some virtual execution environments, the type system is the heart of the CLI. Chapter 3
examines what constitutes a type, how types map into internal data structures and pspeesfsor
values, and how Rotor implements the feaesufound in the ECMA CLI specification.

Component packaging

Assemblies are the construct that the CLI uses to package executable code safely. Chapter 4 covers
what assemblies are, how they are built and loaded, and what design goals they were inteaded to

Type loading and JIT compilation

The ECMA CLI specification specifically states that CIL was designed to be transformed into native
CPU instructions before being directly executed. Chapter 5 focuses on the details of how Rotor
converts types, exprem$ as CIL and metadata, into native code, and what triggers this process.

Managed code

Running native code safely under the control of a virtual execution environment is not simple. Chapter
6 details the execution engine and how it uses mechanisms stiwhads and exceptions to maintain
control while also allowing extensive access to the underlying platform.

Garbage collection

The CLI provides a memory management model that frees programmers from the details and concerns
of manually allocating and freeirmemory. Chapter 7 explains how Rotor tracks the liveness of object
references, how memory is allocated and released, and how finalization is implemented.

The Platform Adaptation Layer (PAL)

The PAL is what makes the Shared Source CLI easy to port, amdeated by running Win32, Mac

OS X, and FreeBSD implementations. Chapter 9, which discusses the implementation of the PAL, will
be especially interesting to anyone interested in porting Rotor to other platforms. It is also of general
interest, however,isce the PAL enumerates the systems constructs that are assumed to exist within
the CLI specification.

In addition, this book contairtsvo appendies that discuss

I How to add a custom IL instruction to the Rotor executionrengi
1 The Rotor Platform Adaption Layer (PAL), and a brief bit about how to port Rotor to other platforms

Assumptions ThisBook Makes

Because this book uses industrial source code as its demonstration material, there are some fairly
heavyweight assumptions made about our readersd famil

We assume that you have some familiarity v@#h or Java, as well as a good understanding of C++, which

is what comprises most of the sample code in this book. The C++ used in the Rotor source is very
straightforward and does not exercise thellfodanger ous
shippets of assembler. To understand these, a cursory knowledge of any assembly language should help.
Because so many of the operating system interactions in Rotor are made via itsbétag2abstraction

layer, you should have a basic familiaritythvihe Win32 API; although, again, this can be quite cursory.

References will be made to particular sections of the Rotor code without reproducing that code directly in

the bookéds text. It is expected t handwilrhava datkeds wi | | h
through the code from the friendly confines of their favorite text editor, debugger, or development
environment.

Rotords code was originally drawn fr onmerctahMETsame <cod
Framework. Several of its major subsystems were swapped out, and extensive changes were made to make
the code approachable and more portable. In addition, numerous parts of the commercial product were
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removed because their presence wouldrieivant and confusing. Despite these significant changes, the
code retains the complexity of a cutdown and transformed version of a larger work. Not all of its sections
are pretty or easy to browse. For some, these imperfections will make the codegppeae large, real

world codebases rarely see the light of day. If you are not one of these masochists, you may be occasionally
frustrated as you follow our guided trip through the code. We apologize in advance, but exhort you to make
the journey withus despite these minor inconveniences!

Online CLI Resources

Rot or s home p ag éttp:kresearchhnecrosbfocanmséc)i eand the official web home of
ECMA and its standards specificationshigp://www.ecma.chalthough the specifications for ECM284
and ECMA335 are also widely mirrodeDevelopMentor hosts several Gtdlated mailing listsincluding
the DOTNETFROTOR list, all ofwhich are archived dtttp://discuss.develop.cam

There are two significant open source projects built around the CLI specification: the Mono project
(http://wvww.gomono.org and the DotGNU Portable .NET project http://www.southern
storm.com.au/portable_net.h)imLook to these sites for yet more interesting source code.

Conventions Used in This Book

The following font conventions appear in this book:
Italic is used for:

1 New terms where they are defined

1 Pathnames, filenarseURLSs, and program names
Constant Width Bold is used for:

1 Typed user input

1 Emphasis within code samples and tables
Constant Width is used for:

1 C++, CIL, and C# source code

1 Assembler and CIL code
1 Symbol and macro names

This icon designates a note, whishain important aside to the nearby text.

This icon designates a warning relating to the nearby text.
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1. Introd ucing the CLI Component
Model

The programmer of the ZTentury has a lot to worry about.

For one thing, useful software is far more complex than ever before. No longer is it acceptable to simply,
present a simple terminrbbsed command prompt or a claesbased user interface; users now demand
rich, graphical user interfaces with all sorts of visual goodies. Data can seldom be structured to fit in flat
files in a local filesystem; instead, the use of a relational database is often required to keppeetyt and
reporting requirements that computer users have come to depend on, as well as the ongoing transformations
that shape and reshape ldigd data. A single computer once sufficed for application deployment, on
which data sharing was accomplighesing files or the clipboard; now most computers on the planet are
wired for networking, and the software deployed on them must not only be nedwarke, but must also

be ready to adapt to changing network conditions. In short, building software had tm@yond being a

craft that can be practiced by skilled individuals in isolation; it has become a group activity, based on ever
more sophisticated underlying infrastructure.

Programmers no longer have the luxury of being able to complete an entire frmjedccratch, using

tools that are close to the processor, such as assemblers or C compilers. Few have the time or the patience

to write intermediate infrastructure, even for things as simple as an HTTP implementation or an XML

parser, much less the skillo tune this infrastructure to acceptable levels of performance and quality. As a

result, great emphasis is now placed on reusable code and on reusable components. The operating system
plus a few |libraries no | on gmer likeituf noti reliesson ade fram t oo | ki t
many different sources that works together correctly and reliably, in support of his applications.

Component softwarea development methodology in which independent pieces of code akénednto

create application programs, has arisen in response to this trend. By combining components from many
sources, programs can be built more quickly and efficiently. However, this technique places new demands
on programming tools and the software depenent process. Reliance on components that were created by
untrusted or unknown developers, for example, makes it essential to have stringent control over the
execution and verification of code at runtime. In our era of ubiquitous network connectorityplex
componenbased software is often updated-tbefly without local intervention and sometimes
maliciously. Ask any virus victim about the necessity of preserving the sanctity of her computers and data,
or talk to an unsophisticated computer userualioe baffling loss of stability that comes from installing

and uninstalling applications on his system, and you will discover that comguesed software often
contributes as much to the problem as to the solution.

For many years, the business promigesomponent software and its expected efficiencies were offset by

the complexity of combining components from many sources in a safe way. Within the last 5 years

however, we have seen the successful commercialization of virtual execution envirotimaeritest

managed componentdanaged components are simply software parts that can be developed and deployed
independently, yet safely coexist within application:
execution envbnment to provide runtime and execution services. These environments, to match
component requirements, focus on presenting an organizational model geared towards safe cooperation and

'!Some may argue that Smalltalk or Lisp vendors successfull
out that by justiboutany measure, they clearly failed to retioh same scale that Java and .NET have.
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collaboration, rather than on exposing the physical resources of tbespoos and operating systems on
which they are implemented.

Virtual execution environmen&nd managed components, such as the ones abstractly portrayed in Figure
1-1, provide advantages to three different softwamaroanities: application developers (who build the
applications utilized by either internal or external users), infrastructure developers (who build programming
tools and libraries for use by application developers), and system administrators (who adthiaister
software built). Application developers using managed components to build complex applications discover
that the presence of infrastructure tools and libraries translates to less time spent on integration and
communications tasks and more productivity the infrastructure developers, such as compiler writers,

the presence of supporting infrastructure and a -Hafmition, carefully specified virtual machine
translates to more time available for building tools and less time worrying about infrastractd
interoperability. Finally, administrators and computer users reap the benefits and control that come from
using a single runtime infrastructure and packaging model, both of which are independent of processor and
operating system specifics.

Shared components

An application within An application within
a virtual execution gresenaess a virtual execution
environment : ComponentA environment
Instance of A prenseaanans | Instance of B
ComponentB "

AnUther A *................. :.............> |nstan{e Of [
Instance of C [aggersessssssnsansansens Another C

~ ComponentC . . .o

Figure Error! No text of specified style in documenL. When hosted within a virtual
execution environment, components can collaborate safely

The CLI Virtual Execution Environment

The ECMA Common Language Infrastructure (CLI) istandardized specification for a virtual execution
environment. It describesdata-driven architecture in which languagagnostic blobs of data are brought

to life as seHassembling, typesafe software systems. The dataltives this process, calledetadata, is

used by developer tools to describe both the behavior of the software as well asmiésadny
characteristics. The Cldxecution engin@ses this metadata to enable managed components from many
sources to be loaded together safely. CLI components coexist under strict control and surveillance, yet they
can interact and have direct access to resources that need sharing. It is a model that balances control and
flexibility.

ECMA, the Eurpean Computer Manufacturers Association, is a standards body that has
existed for many years. Besides issuing standards on its own, ECMA also has a strong
relationship with 1SO, the International Standards Organization, and based on this
relationship, theCLI specification has been approved as ISO/IEC 23271:2003, with an
accompanying technical report designated as ISO:IEC 23272:2006. T$tar@ard has

also been approved, and has become ISO/IEC 23270:2006.

The CLI specification is available on thveeb sites mentioned in the Preface. It consists of five large
Apartitionsd plus documentation for its programming |
programming language named C# was also standardized as a companion effort. Thiesdsstme
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consistently updated to include new CLI and C# language features; one such revision has already taken
place since the first edition of this book, again ratified by the ECMA anc:t®@nitteesC# exploits most

of the features of th€LI, and it is the easjo-learn, objecbriented language in which we have chosen to
implement most of the small examples in this book. Formally, the C# ands@adifications are
independent (although the C# specification does refengoCiLl specification), but practically, both are
intertwined.

Some have suggested that C# is the fAnatural o |
closer relationship to the underlying runtime; this is a fallacious belief, and one that is

frequently chdénged by Visual Basic and C++/CLI developers with a certain degree of

vehemence. In truth, each of these languages (as well as the hundreds of others that map

to the CLI) maps differently to the underlying CLI, but no one language, except perhaps

i 1 L A Stheoassembler of the CLI, can claim predominance in language features or
expressiveness of CLI functionality.

Virtual execution in the CLI occurs under the control of its execution engine, which hosts components (as

well as code that is not compondrasel) by interpreting the metadata that describes them at runtime. Code

that runs in this way is often referred torasnaged codeand it is built using tools and programming
languages that produce Gtbmpatible executables. There isarefully-specified chain of events that is

used to load metadata from packaging units calletbkmbliesand convert this metadata into executable

code that i s appropriate for a machi niendfgshisghabcessor
of events is shown schematically in Figur® &nd will form the basis of the rest of this book. It is also
described in Partition | of the CLI specification in great detail. (Section 8, describing the Common Type
System, and section 12jescribing the Virtual Execution System, both provide particularly good
background information.)

Assemblies
(containing abstract .

types and behaviors)

s are loaded
idated

Executable
and val

Component metadata
is loaded in isolation

Execution engine uses
data on stack and heap
to maintain control of
the code that it has
tailored for the local
0S and processor

(omponent types are
o verified laid outand,
compiled

Figure Error! No text of specified style in documenr®. Each step in the Ctibading
sequence is driven by metadata annotaioomputed during the previous step

In some ways, the CLI execution engisesimilar to an operating system, since it is a privileged piece of

code that provides services (such as loading, isolation, and scheduling) as watlaggdnresources (such

as memory and I/O) to code executing under its control. Furthermore, in both the CLI and in operating
systems, services can either be explicitly requested by programs or else made available as an ambient part
of the execution model(Ambient serviceare services that are always running within an execution
environment. They are important because they define a large part of the runtime computational model for a
system.)

In other ways, the CLI resembles the traditional toolchain of demfinker, and loader, as it performs in
memory layout, compilation, and symbol resolution. The CLI specification takes pains to describe in detail
not only how managed software should work, but also homanagedsoftware (that is, software that
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execues conceptually Aoutsided of the virtual executio
enabling seamless sharing of computing resources and responsibilities. Its combination of system and tool
infrastructure is what makes it a unique and powenfw technology for building componebased

software.

Fundamental Concepts in the CLI Specification

Behind the CLI specification and execution model are a core set of concepts. These key ideas were folded
into the design of the CLI both as abstractionsl @s concrete techniques that enable developers to
organize and partition their code. One way to think of them is as a set of design rules

1 Expose all programmatic entities using a unified type system.

1 Package typeisito completely seldescribing, portable units.

1 Load types in a way that they can be isolated from each other at runtime, yet share resources.
1

Resolve intertype dependencies at runtime using a flexible binding mechanism thatozrson,
culture-specific differences (such as calendars or character encodings), and administrative policy into
account.

1 Represent type behavior in a way that can be verified as typesafe, but do not require all programs to be
typesafe.

1 Perform processespecific tasks, such as layout and compilation, in a way that can be deferred until
the last moment, but do not penalize tools that do these tasks earlier.

1 Execute code under the control of a privileged execution engine that can provide accountability an
enforcement of runtime policy.

1 Design runtime services to be driven by extensible metadata formats so that they will gracefully
accommodate new inventions and future changes.

Wedl |l touch on a few of the mostiaswepogrdssatimdughithdeas her e
book.

Types

The CLI categorizes the world into types, which programmers use to organize the structure and behavior of
the code that they write. The component model used to describe types is powerfully simle: a t
describes fields and propertiggat hold data, as well as methods and eviwatisdescribe its behavior (all

of which will be discussed in detail in Chapter 3). State and behavior can exist at eithetaheclevel,

in which components share structure but not identity, or &l/fiedevel, in which all instances (within an
isolation boundary) share a single copy of the data or method dispatch information. Finally, the component
model supports standard objeetentedconstructs, such as inheritance, interfaesed polymorphism, and
constructors.

The structure of a type is captured mstadatathat is always available to the execution engine, to

programmers, and to other types. Metadata is very important becausblé@setypes from many people,

places, and platforms to coexist peacefully, while remaining independent. By default, the CLI loads types

only as they are needed; linkages are evaluated, resolved, and compiled on demand. All references within a

type to othertypes are symbolic, which means that they take the form of names that can be resolved at

runti me, rather than being precomputed addresses or
C++. By relying on symbolic references, sophisticated wamg mechanisms can be constructed, and

independent forwardersioning of types can be achieved within the binding logic of the execution engine.

A type can inherit structure and behavior from another type, using classic -obgnted, single

inheritane s emanti cs. Al | met hods and fields of the base |
and instances of the derived type can stand in for instances of the base type. Although types may have only

one base type, they may additionally implememt aumber of interfaces. All types extend the base type,
System.Object , ei ther directly or through their parentso6 |
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The CLI component model augments the concepts of field and method by exposing twelevigher

constructs for programmers: properta@sl events. Properties allow types to expose data whose value can

be retrieved and set via arbitrary code rather than via direct memory access. From a plumbing perspective,
properties are strictly syntactic sugar, since they are represented as metbauslyintbut from a

semantics perspective, properties are a-firstass el ement of a typebs metadat a
consistent APIs and to better development tools.

Events are used by types to notify external observers of interesting occurreitb@s their
implementations (for example, notification of data becoming available or of internal state changes). To
enable external observers to register interest in an event,dékbatesencapsulate the information
necessary to perform callback. When registering an event callback, a programmer creates one of two
kinds of delegate: either static delegatehat encapsulates a pointer to a static method of a type, or an
instance delegatthat associates an object reference with a method on which that object will be called
back. Delegates are typically passed as arguments to event registration methods; when the type wants to
raise an event, it simply performs a callback on its registezkegjates.

COM and the CLI

Standardized component packaging and runtime interoperability have long been essential to
software designers looking for reuse, as demonstrated by the early use oftpuhaecks as
reusable libraries ofomputing routines. The twin goals of unified packaging and-diaéned
interoperability were the reason that the Component Object Model (COM) was developed at
Microsoft.

The resul t itbrag e d o ntagrpfraae h to bi nary component p a
successfully by countless software producers to deploy their APIs and modular pieces of code.

Unlike the CLI, COM is a component model that is almost completely based on shafed
conventions and el i ance on programmer s6& thanson a pheréednp and coo
execution engine. COM components share the barest runtime infrastructure and cooperate|on a
percomponent basis. This approach can be very useful, and it is particularhpuitetl to
environments in which the programmer must squeezeydast bit of performance out of very
limited computing resources or in which large existing code bases wish to expose a compagnent
facade.

Using nothing more t han -gtabdlibimarysnteeoperalility bedweenelnt i ons , f
components has becomemmonplace in software running on the Windows operating system. |It
is used widely and successfully as a way for applications to expose their internals for the purpose
of programmability and also as a standard way to publish APIs. Some of the systeitiessfagil
Windows are also exposed via COM interfaces, and manyphadc t y ficontr ol sof exi st th
as reusable parts.

There is a definite downside to the COM approach, however. In its model, the implementgr is
responsible for every last detail ofntime operation, and must very carefully conform to complex
cooperative protocols to operate correctly. This code is both redundant and prone to bugs, since
the protocols are difficult to implement correctly.

Much of the complexity associated with COM dam eliminated by providing shared underlying
services for use by component builders, just as operating systems provide shared underlying
services for the benefit of all programs using machine resources. (Gadibgeed memory, for
example, is the kind foservice that can radically reduce the amount of cooperation requir¢d
between components.). In 1997, a companion runtime for COM was proposed that would proyide
a class modelalong with common runtime serviceer COM programmers, both to increase
productvity (no longer would programmers have to write the same support mechanisms over gnd
over again) and to enable greater safety, efficiency, and stability. The original name for this
runtime was Component Object Runtime (COR), which can still be found eethed a few
function names in the Shared Source CLI.

Microsoft took COR further than the original, limited proposal for a companion runtime to COM
and decided to pursue a genguatpose virtual execution environment. This process culminated
in the standaization of the CLI.
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Types, from a minimalist perspective, are a hierarchal way to organize programming modules using fields
to hold data and methods to express behavior. Above this syapt®mplete model, constructs such as
properties and events proe additional structure with which to build the shared programming libraries and
runtime services that distinguish the CLI.

A shared type system and intermediate language

Types in the CLI are built from fields and methods at the lowest level, but thisaises the question of

how fields and methods are themselves defined? The CLI specification defines a pragrestc
intermediate languagéor describing programs, as well as@mmon type systethat provides the basic
datatypes for this intermedialenguage. Together, these two entities form an abstract computing model.
The specification embellishes this abstract model with rules that describe how it can be transformed into
native instruction streams and memory references; these transformatioesigreed to be efficient and to
capture and accurately represent the semantics of many different programming languages. The intermediate
language, its types, and the rules for transformation form a broad, larigdegendent way to represent
programs.

The intermediate language defined in the CLI specification is called the Common Intermediate Language
(CIL). It has a rich set of opcodes, not tied to any existing hardware architecture, which drive gsimple
understand abstract stack machine. Likewise,Gbenmon Type System (CTS), defines the base set of
types that embody standardized crlasgjuage interoperability. To fully realize the benefits of this
languageagnostic world, highevel compilers need to agree on both the CIL instruction set and its
matching set of datatypes. Without this agreement, different languages might choose different mappings;
for example, how big is a G#t , and how does it relate to a Visual Bdsiteger ? Is that the same as a

C++ long ? By matching the instruction set to thypes, these choices are made considerably simpler;
choices about exactly which instructions and types to use are, of course, in the hands of compiler
implementers, but the presence of a wetlughtout specification means that making these choices is
corsiderably more straightforward. Using this approach means the resulting code interoperates easily with
code and frameworks written in other languages, which facilitates more effective reuse. Chapter 3 discusses
the CLI type system in great detail, while &ter 5 covers CIL and how it is converted into native
instructions.

Portable packaging for types: assemblies

With its type system and its abstract computational model, the CLI enables the idea that software
components, written at different times by diffat parties, can be verified, loaded, and used together to
build applications. Within the CLI, individual components are packaged into units cateunblies

which can be dynamically loaded into the execution engine on demand eitmetofral disk, across a
network, or even created ¢hefly under program control.

Assemblies define the component model semantics for the CLI. Types cannot exist outside of assemblies;
conversely, the assembly is the only mechanism through which typebecdoaded into the CLI.
Assemblies are in turn made up of one or moreduled a packaging subunit in which information
reside® plus a chunk of metadata describing the assembly callexbtwenbly manifestWhile assmblies

can be made up of multiple modules, most often an assembly will consist of one module.

To ensure that assemblies arendét tampered with bet we:¢
loaded, each assembly can be signed using a cryptogtaphfair and a hash of the entire assembly, and

this signature can be placed into the manifest. The signature is respected by the execution engine, to such a

degree that the execution engine will refuse to load an assembly that fails this sighatl¢his ensures

that damaged assemblies woné6ét be | oaded, preventing
Thus, if a hash generated at runtime from the assemb]
manifest, the runtime willafuse to load the assembly and raise an exception before the potentially bad

code has a chance to do anything.

In many ways, assemblies are to the CLI what shared libraries or DLLs are to an operating system: a means
of bounding and identifying code thaglbngs together. Thanks to the ffilelity metadata and symbolic
binding approach found in the CLI, each component can be loaded, versioned, and executed independently
of its neighbors, even if they depend on each other. This is crucial, since pladpptisations, libraries,
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and hardware change over time. Solutions built from components should continue to work as these
components change. Assemblies are discussed in Chapter 3 and Chapter 4.

Component isolation: application domains and remoting

As impottant as the ability to group code together into components is the ability to load these components
in a way that they can work together and yet be protected from malicious or buggy code that might exist in
other components. Operating systems often achiedation by erecting protected address spaces and
providing communication mechanisms that can bridge them; the address spaces provide protected
boundaries, while the communications mechanisms provide channels for cooperation. The CLI has similar
construcs for isolating executing code, which consist of application donsaidssupport for remoting

Assemblies are always loaded within the context of an application domain, and the types that result are

scoped by theiapplication domain. For example, static variables defined in an assembly are allocated and

stored within the application domain. If the same assembly is loaded into three different domains, three

di fferent copies of t he Hogaed thessaheet applichtionr domamadre as s e mb
ilightweight address spaces, 0 and the CLI enforces si
operating systems do between address spaces. Types that wish to communicate across domain boundaries

must use special communications channels and behave according to specific rules.

This technique, referred to asmoting can be used to communicate between application domains running
on different physical computers (and running different operating sysiaendsfferent processors). Just as
often, the remoting mechanisms are used to isolate components within domains that exist in a single

process on a single machine. Components that wish to participate in remotingSmameabeable ,in
which case they are copied and passed from domain to domain, or alternatively can extend the
System.MarshalByRefObject type, in which case they can communicate using proxy objects that

act as relays. Application domains, remoting, and thaildeif loading will be covered in Chapter 4.

Naming conventions for versionflexible loading

Because all types and their code live within assemblies, there needs to bedafiwed set of rules
describing how the execution engine will discover and ussemablies when their types are needed.
Assembly names are formed from a standard set of elements, which consist of an assembly base name, a
version number, a culture (for internationalization), and a hash of the public key that represents the
distributor d the assembly. Compound names ensure that software built from assemblies will
accommodate version changes gracefully. When compiled, each assembly also carries references to the
compound names of other assemblies that it was compiled against and remémbeessioning
information for each of those assemblies. As a result, when loaded, assemblies request very specific (or
semanticallycompatible) versions of the assemblies on which they dependbimteg policyused to

satisfy theseequests can be influenced by configuration settings but is never ignored.

Assemblies are normally found in one of two places: in a maehite cache known as the Global

Assembly Cache (GAC) or on a URdased search path. The GAC is effectively arpathine database of

assemblies, each uniquely identified by its fpua r t name. The GAC can be, but (
filesystem directory; a CLI implementation must be able to put multiple versions of the same assembly into

the GAC and track them. The aseh path is essentially a collection of URLs (usually filesystem

directories) that are searched when an assembly is requested for loading. The loading process and how it

can be implemented is detailed in Chapter 4.

One of the principal enhancements to doenmercial CLR implementation of the CLI
provides ext ensi o nlecatibroprotebsethu€demiiting extendess ofb | y
the CLR to locate assemblies stored in some patrticular, unique place, such as a relational
database table. This is not a f@inpart of the CLI specification, but demonstrates how

the capabilities described in this book and the CLI Specification can be extended by a
CLI implementation to provide additional enhancements.
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JIT compilation and typesafety

The execution model described by the CLI implies that the act of compilinglehightype descriptions

should be separated from the act of turning these type descriptions into prepessfic code and

memory structures. This sep#ipn introduces a number of important advantages to the computing model,
such as the ability to easily adapt code to new operating systems and processors after the fact, as well as the
ability to independently version components from many different ssuritealso introduces new
challenges. For example, because all types are represented using CIL and the CTS, all types must be
transformed into native code and memory structures before they can be used; in essence, the entire
application must always be reupiled before it can be run, which can be a very expensive proposition.

To amortize the cost of transforming CIL into native code, both in terms of time taken to load and in terms
of memory required, types in a Ghhsed application are typically not loddentil they are needed, and

once a type is loaded, its methods are not translated until they are needed for execution. This process of
deferring layout and code generation is referred to adrjttghe (JIT) compilation The CLI does not

require lastminute JIT compilation to occur, but deferred loading and compilation are implied at some

point in an applicationds Ilifecycl e, to convert t he
utility that might performthe necessary compilation into native code, for example, thus eliminating the
necessary JIT conversion when the application is executed. (Such akitilitp wn col | oqui al ly as

ships as part of the commercial CLR.) The way that JIT compilatiobheamplemented to conform to the
CLI is discussed in Chapter FExtensions of the JIT compilation strategy to include parametric
polymorphism (also known as generics) are discussed in Chapter 6.

The most important reason that JIT compilation is built thes CLI execution model is not obvious. The
transformation from abstract component to running nat
own loader and compiler is what enables the execution engine to maintain control at runtime and run code
efficiently, even when calling back and forth between code written in C++ and code written in a managed

language. The traditional pipeline of compilation, linking and loading, continues to exist in the CLI, but as

we have seen, each toolchain element madte heavy use of clever techniques (such as caching) because

deferred use leads to higher runtime costs. These higher costs are well worth bearing because deferral also

results in comprehensive control over the behavior of executing compoS8emtg. of tis toolchain is

discussed further in Chapter 8.

Since execution in the CLI is based on the incremental loading of types, and since all types are defined
using a platformmeutral intermediate language, the CLI execution engine is constantly compiling and
adding new behavior as it runs. CIL is designed to be verifiably typesafe, and since compilation into native
code is performed under the control of the privileged execution engine, typesafety can be verified before a
new type is given a chance to run. Setyupiolicy can also be checked and applied at the time that CIL is
transformed into native code, which means that security checks can be injected directly into the code, to be
executed on behalf of the system while methods are executing. In short, byindefag loading,
verification, and compilation of components until runtime, the CLI can enforcentaneged execution

Managed execution

Type |l oading is the trigger that c¢aus eobthistiodading CLI 6s t o«
process, the CLI compiles, assembles, links, and validates executable format and program metadata,

verifies typesafety, and finally even manages runtime resources, such as memory and processor cycles, on

behalf of the components runningden its control. The tying together of all of these stages has led the CLI

to include infrastructure for name binding, memory layout, compilation and patching, isolation,
synchronization, and symbol resolution. Since the invocation of these elemeneniglefitrred until the

last possible moment, the execution engine enjoysdgiity control over loading and execution policies,

the organization of memory, the code that is generated, and the way in which the code interacts with the
underlying platformand operating system.

Deferred compilation, linking, and loading facilitate better portability both across target platforms and

across version changes. By deferring ordering and alignment decisions, address and offset computation,

choice of processorinsirc t i ons, calling conventions, and of cour se
assemblies can be much more forwaotnpatible. A deferred process, driven by vefined metadata

and policy, is much more robust.
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The execution engine that interpretsstmetadata is trusted system code, and because of this, security and

stability are also enhanced by late loading. Every assembly can have a set of permissions associated with it

that define what the assembly is permitted to do. When code in the assdimibiigts to execute a sensitive

operation (such as attempting to read from or write to a file, or attempting to use the network), the CLI can

look at the call stack and walk it to determine if all of the code currently in scope has appropriaeifights

cde on the stack doesndt have correct permissions, t
thrown. (Exceptions are another mechanism that enables simpler interactions between components; the CLI

was designed to not only support a wide ranfgexception semantics within the execution engine, but also

to integrate tightly with exception signaling from the underlying platform.) Managed execution is discussed

at length in Chapte and Chapte®.

Enabling data-driven extensibility with metadata

CLI componentsare selfdescriptive. A CLI component contains definitions for every member contained
within it, and the guaranteed runtime availability of this information is one factorhiblas make
virtualized execution highly adaptable. Every type, every method, every field, every generic type, every
single parameter on every single method call must be fully described, and the description must be stored
within the assembly. Since the Ciléfers all sorts of linkages until the moment they are needed, tools and
programs that wish to manipulate components or create new ones by working with metadata gain a
tremendous amount of flexibility. The same kinds of tricks played by the CLI can béwsede built on

top of the CLI, which is a windfall for tools and runtime services.

To get information about types, programmers of the CLI can use the reflection sefvibesexecution

engine. Reflection provides the ability examine compil¢ime information at runtime. For example, given

a managed component, developers can discover the structure of the type, including its constructors, fields,
methods, properties, events, interfaces, and inheritance relationships. Pestepaportantly, developers

can also add their own metadata to the description, using what areccaftech attributes

Not only is compiletime information available, but it can be used to manipulate live instances. Developers
can use reflection to reach into types, discover their structure, and manipulate the contents of the types
based on that structural information. For methods, the same is true; developers can invoke methods
dynamically at runtime. The capabilities of this adtadriven style of programming, and how it can be
implemented, are touched on in Chapter 3, and examined in more detail in Chapter 8.

A CLI Implementation in Shared Source: Rotor

In the summer of 2001, a small team of developers in Redmond announosdfgilea (at the time)
Microsoft rarity: a freelyavailable software distribution containing modifiable, redistributable, source
code. This distribution, named the Shared Source CLI (SSCLI, also known affectionately by its code name,

iRot or 0) , inadguly-funaional GLh éxecution engine, a C# compiler, essential programming

libraries, and a number of relevant developer tools. It had been quietly under development alongside the
commercial .NET framework and represented an important facet of difras6s devel oper t ool S
particular, the SSCLI had three goals to meet: to validate the portability of the CLI standard, to help people

l earn about and understand Microsoft 6termacadamer ci al ClL

interest inthe CLI. Above all else, the SSCLI was to match the ECMA standard so that anyone who wished
to understand or implement this standard would have a guide.

Months after the release of the .NET framework version(2@o t to mention numerous O
avai abl edo tools and framewor ks, such MegrosBfireleasepr i se Li b
version 2.0 of the Shared Source CLI, following the same pattern of development as its predecessor.
Affectionately known as Rotor v2, or Rotor Whidbdéygcontains all the new and exciting features of its

commercial framework cousin, including Generics, Lightweight Code Generation;b&ell dispatch

support (an interface dispatch mechanism), as well as Reflection and Reflection.Emit enhancements.
Naturdly, t he Rotor team didndédt stop there: the new C# 2. |
Anonymous Delegates and C# Generics support were also included.
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Although the name changed, throughout this book we will continue to refer to the Shared

Souce CLI v2.0 release as fARotor o, except i n those

distinction between the v1.0 and v2.0 versions. In those cases, the first version will be

called fAiRotor v10 and its s urtTEGLsIdR@am®eo ,wi | | cal
200,r ARotor Whidbeyo, dependi nMopstofthetme,i ch sounds
the distinction between v1 and v2 will either be irrelevant, or entirelyesaient, so it

b

shoul dnét present much of a problem to the reader

Although the SSCLis nominally the subject of this book, the CLI standard is its heart. The SSCLI helps us
illustrate how and why the CLI is such an interesting piece of work. The distribution itself is a large body
of code, and as such, it can provide a significant lefpupesearchers and experimenters working in the

area of developer tools or systems design, as well as to those teaching computer science. This book
attempts to act as a tégvel guide to the code for such people, giving information beyond the thetirg of

CLI to facilitate hacking and to explain the conventions of the code base. The CLI standard will be
important for years to come, and there is no better way for you to understand it fully than by browsing,
building, observing, and tweaking a running letpentation.

While Rotor demonstrates one way to build a portable, programming lanodegeendent version of the

CLI standard, it is certainly not the only way. Alternate implementations exist at the time of writing,
including threefrom Microsoft (he commercial .NET Framewarla version designed to run inside the

Web browser to support Silverlight applications calledith€ o r e GhdRadersion for the small device

markett hat i s called t g , i @ mpdrtytoperisbhucs awlemehtations, one

from Novell (called Mono http://www.gemono.com) and one from the DotGNUproject (called
Portable.NET:http://www.gnu.org/software/dotgnu/Rotor itself, to provide additional developer tools

and facilities, implements more than just the standard. To clarify what is contained in the distribution,
Figure 13 contains a pictr i a | representation of the differences
(.NET CLR), the CLI and C# specifications, and Rotor.

The SSCLI, as shown in Figure3l is a superset of the CLI standard, and the Microsoft commercial
offering is, in turn, asuperset of the SSCLI.

Rotor is a large collection of code built by many people over a number of years, and because of this, it is
complex and stylistically variable. In terms of scale, it is comparable to the largest familiar source code
distributions suh as XFree86, Mozilla, and OpenOffice. As with these distributions, getting started in the
code can be an intimidating prospect. This book will help make this task easier, beginning with this brief
tour of the distribution itself.
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Figure Error! No text of specified style in documer8. Components of the Shared
Source CLI distribution

The SSCLI is built using a combination of C++ and C#, with a smattering of assembler for processor
specific details. The distribution is buds a three step process. First, a platfepmcific C++ compiler is

used to build a Platform Adaptation Layer (PAL), which is a library that hides the differences between
operating system APIs behind a single set of programming abstractions. Aftea #&s,0f build tools
(including the C# compiler) that are needed to build the SSCLI are built and linked against the PAL library.
Finally, the rest of the distribution is built using these tools and the PAL.

Table %1 lists some of the interesting subdiages to visit in the SSCLI source code, which differs
somewhat from the directory structure of Rotor v1. (As a reminder, the SSCLI v2 source code can be
downloaded fromhttp:/feseach.microsoft.cofsscli and readers are encouraged to take a moment to
download and extract the code before continging.

TableError! No text of specified style in documenl. Important subdirectories of the
distribution andtheir contents

Subdirectory
/binaries.xxxxx.rotor
[clr/src

[clr/clr/bcl

/csharp

[clr/src/classlibn ative

Contents

Contains built executables and libraries
Home to many core subdirectories

The base class libraries, written in C#

A C# compiler, written in C++
Programming libraries implemented in C++
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[clr/src/debug

[clr/srcljit

[clr/srclfusion
[cIr/srclilasm
[cIr/srclildasm

[clr] srclinc

/cIr/src/md
[clr/src/toolbox/caspol
[clr/src/tools
[clr/srcltools/clix
[clr/src/tools/gac
[clr/srcltools/peverify
[clr/src/tools/strongname
[clr/src/toolbox/sos
[clr/srcivm

/docs

[fx/src
[fx/src/net/system/net
[fx/srclregex/system/text
/jscript

[clr/src/managedlibraries/remoting

/pal

/palrt

/samples

Jtests
/tools

Support for managed debugging

The SSCLI JIT compiler

Code for locating versioned files

A CIL assembler

A CIL disassembler

Shared include files

Metadata facilities

Source to theaspolsecurity utility
Home to manyutility programs

The SSCLI managed executable launcher
Sourceto thegacutil cache utility
ThepeverifyCIL verification utility
Thesncodesigning utility

The SOS debugging extension library
The CLI execution engine
Docunentation

Home to additional managed libraries
The networking library

The regular expressions library

A complete JScript compiler that compiles to C
code, written in C# (a managed maedgcode
compiler!)

Additional remoting support to what is found in tl
bcl directory

Multiple operating systerspecific implementation:
of the PAL

Low-level APIs that support the SSCI
implementation but & not operating systerr
specific

Sample programs that use the CLI
Extensive tests and test infrastructure
Tools used to build the SSCLI distribution

The subdirectories can be divided into four distinct conceptual areas, as follows

1 The CLI execution engine

1 Component frameworks that both wrap and extend the execution engine

1 A portability layer (the PAL) used to move from one operating system to another

1 Tools, tests, compilers, documentation, and utilities for working with managied co

Letds examine

The CLI execution engine

The execution engine is the heart of the CLI, and quite possibly the most interesting part of the whole set.
(At the very least, this ishere we will spend the majority of our time.) It contains the component model,

as well as runtime services, such as exception handling, and automatic heap and stack management. In
many respects, this is the big kahuna; it is the code that we refer tomdnens peak o f

each

of

t hese areas in turn,
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virtual execution environment.o JIT compilation,
resolution, metadata parsing, stack walking, and other fundamental mechanisms are implemented here.
This code can be fodl in sscli20/clr/srcand in the four directoriesm, fjit, md, andfusion in which the

bulk of the execution engine resides.

Managed executable - myapp.exe (run by clix.exe) '
system.xml.dll Other managed components |
—u I—# L; L—i | Managed
libraries
mscorlib.dll ' system.runtime.remoting.dIl '| QOther managed system libraries '
sscoree.dll ' )
| Execution
engine
mscorpe.dl| . mscorsn.dll ' fusion.dll ' g

rotor_pal.dll ' ro tor_palrt.dll ' — PAL

Figure Error! No text of specified style in documerd. Many libraries typically
combine to rumanaged code

The execution engine, as shown in Figu4, 1s built as a set of dynamically loadable libraries rather than
as a standalone executable. Tiig program launcher (or any program that wishes to use the services of
the execution engine) loattse main shared librargscoregto create an instance of the CLI in process and
then feeds this instance a staptassembly to be executed.

The same is true of the commercial CLR; when an assembly is compiled under the CLR,
it gets a native entrypoitiat does this same boostrap sequence to bring the CLR into the
applicationdéds program space, just as the SSCLI

As a result, there is nmain in the execution engine; it is packaged to be hosted by other programs. The
execution engine depends on anter of other shared libraries, which include libraries that are broken
because they are replaceable, such as the crypto code necessary to load and build signed assemblies that is
located insn, as well as libraries that are potentially useful in manyetbffit places, such as the PAL,

which can be found imotor_pal androtor_palrt. Finally, code that may not always be needed is also
packaged into separately loaded libraries, suchsa®rdbg¢which implements debugger support.

Programming libraries in the CLI

The shared infrastructure of the CLI includes not only standardized|el@V capabilities such as
metadata, the common intermediate language, and the common type system, but alsgelhigh
productivity-oriented class librariesThe contents of these libraries are briefly summarized by functional
area in Table 2.

TableError! No text of specified style in documenrg. High-level elements included in
CLI standard libraries

Category Fadlities

Productivity libraries Text formatting, regular expressions, collectiol
time, dates, file and network 10, configuratic
diagnostics, globalization, isolated storage, XML

Execution engine libraries Isolation  domains, asynchronous callbac
stackwalks, stack traces, garbage collector, hanc
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environment, threads, exceptions, monhased
synchronization, security, verification, reflectio
serialization, code generation, native cc
interoperability

Type-related libraries Primitive types, vlue types, delegates, string
arrays, generics
Extended numerics library Decimal numbers, double and single precis

floating point numbers, math

Programming language support Compiler services, custom metadata attribu
resource reclamation

These Ibraries provide an interface to the facilities of the underlying operating system but in a way that has
been tailored to exploit the services and conventions of the CLI, increasing programmer productivity
through their consistency and quality.

These APIs lao serve another, less obvious role: they facilitate component integration by exposing
programming services and conventions that will promote good component hygiene through their use.
Services that minimize the amount of bookkeeping necessary for confanieers to implement, or that
minimize the need for complex intercomponent management protocols, make for smoother and safer
integration (and less code to write). The less a component needs to rely on other components and the fewer
things that a componé must do on behalf of other components, the more likely an application will be bug
free, simple to read, and robust. To realize the true promise of comgmasst software, components

need to be built to rely on managed execution within an environnesigreed with these principles in

mind.

One might think of the CLI libraries as a modern equivalent to the C runtime library. They do not attempt
to provide all things to all programmers; instead, they are a core set of components for which nearly every
programmer will find a use. Since the base libraries, foursb@i20/clr/src/bgl are specified to be part of

any CLI implementation, they form a basis for portable application implementations. Additional libraries,
found in thesscli20/fx sscli20/clr/srctlasslibnative and sscli20/clr/src/managedlibrariedirectories, are

either optional standard libraries or specific to the SSCLI. At this point in time, all of the libraries in the
SSCLI are also found in the commercial Microsoft .NET Framework 2.0.

Explorers of the programming libraries will find that, besides the documentation found in
sscli20/docghat is specific to the Rotor distribution and to its utilities, there is website
containing all class library documentation. This can be found at
http://msdn2.microsoft.com/library/default.aspx

The Platform Adaptation Layer

The PALis an interesting piece of software with marges than might meet the eye at first glance. Of
course, as is typical of any adaptation or driver layer in a large piece of code that is meant to run on many
operating system platforms, the first goal of the PAL was to isolate implementers from the dktail
various operating systems. The choice in the case of the SSCLI was obvious: since it had started as Win32
specific code, the PAL was designed to present a subset of the Win32 API (which can be seen in
sscli/pal/rotor_pal.h. This implementation is bgo means complete, as it needs to provide only the calls
that are actually made by the CLI. Do not attempt to use the PAL as a general Win32 emulation layer,
because it is incomplete!

The PAL is, of course, the place where the work to bring Rotor to natfophs would begin, since the

tools that are used to build Rotor depend on the PAL for their operating s§stsmsrces. To see what is
involved, examine thescli20/pal/unixdirectory. There is a significant amount of work having to do with
providing a common exceptichandling mechanism, common threading, a shared handle manager, 10,
synchronization, debugging, and more. Specialized host processes, such as web servers or databases, might
very well have their own similar runtime needs, which might rteeiéke the semantics of the PAL into
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consideration. Because of this and because the PAL defines how operating system resources are used,
understanding the various PAL implementations will be important for many people.

The Rotor team wanted to get Rota?2 wut to the door as quickly as possible and
therefore decided to focus only on the x86 Windows platform, which has the widest
SSCLI developer base. As a result, the Rotor v2 PAL does not include updates to support
the FreeBSD and MacOS platforms. Haviagdsthat, however, the PAL source code has
been updated to support the latest version of XP and Windows Vista. For those that are
interested, the previous release of Rotor can be run on older versions of FreeBSD and
MacOS, or you can update the PAL soutoée yourself to work with other architectures

and operating systems.

In addition to the PAL, there is a directory namedcli20/palrt/sr¢ which contains a library
implementation of Win32 APIs that are needed by the SSCLI but are not dependent on #ti@gper
system for implementation. This library also includes a small number ofdpActific APIs. It is a true
hodgepodge of facilities, but to give it flavor, it contains decimal arithmetic, a stub implementation of some
of the Microsoft COM component moldarray-handling, memory management, and numerous other utility
functions.

The most interesting aspect of the PAL has to do with execution engine control. The SSCLI is designed to

run cooperatively with native code within native processes, which meansdng operating system calls

need to be caught to give the execution engine a chance to maintain bookkeeping information for the use of

runtime systems, such as the garbage collector or the security system. This is a critical use of the PAL

layer; the SSCI implementation is built in terms of the abstractions that are presented by the PAL and

without them, it could not maintain isolation, security, and control. For example, both threading and

exception handling are implemented in the PAL and both of theseritical to the execution engine at

runtime, since it uses exception frames to track managed code and the stacks associated with threads to

store diffuse structures that hold the state of many of its services. Details of this aspect of the PAL will be
covered at I ength in Chapter 6 ,ApperidikAe the PALOG6s desi ¢

Tools, compilers, tests, documentation, and utilities

A significant percentage of the code in Rotor consists of support infrastructure that is used tiediuild,

and use its CLI implementation. The PAL, which we have just discussed, is such code. There are numerous
additional developer tools, utilities, and test programs that can be found in various spots within the
distribution. These fall into the broadtegories of utilities for managed development and utilities for
building the distribution.

As far as managed development goes, many of the tools in the Rotor distribution will be familiar to any
programmer who has spent time with the SDK for the Micro98ET Framework because the two
implementations share their basic set of utilities, such as linker, assembler, and disassembler. The
sscli20/clr/sr¢ sscli20/clr/src/tools and sscli20/clr/src/toolboxdirectories contain directories for these
utilities, aswell as for utilities that are unique to developing and running managed code with the SSCLI,
such aglix.exe Programmers should consult the documentatiasati20/docdo see whether features are
shared between the Rotor version of a utility and ilST.NFramework counterpart; not all features were
ported.

The build system used to bootstrap Rotor can be foursddt?0/tools These tools are built against the

PAL and are used to track dependencies, drive the build process, and assemble the limtaries a
executables, once built, into thescli20/naries.xxxx.rotor directory. Dependencies in Rotor are
convoluted, as they are with most large projects, and so these tools are quite important. To understand how
they are used and how developers shoulderatt with them when modifying code, see
sscli20/docs/buildtooldirectory.

Once the SSCLI is built, it can be tested by using the tests ssthi@0/testdirectory. Of particular note

are the PAL tests, found sscli20/tests/palsuitevhich can be e to verify new PAL implementations or
changes to an existing PAL, and the developer Build Verification Tests (BVT) fousstliO/tests/byt

which can be used to check work being done in the execution engine. There are also tests for other areas
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such & the base class libraries; most of these, along with the BVTs, use the test harness found in
sscli20/tests/harnesnd documented isscli20/docs/testing_overview.html

Documentation and technical notes for Rotor can be fousddii?0/docsThis directoy contains material

that is useful for browsing the sources, for modifying code, and for understanding both the architecture of
the CLI and the specific implementation choices that were made when building the SSCLI. There is also a
detailed specificationincluded for the PAL that would be very useful to anyone porting Rotor to new
platforms. It is well worth taking some time to browse this directory.

Scoping This Book

The second edition of this book maintains the original focus of how the CLI componeat amatits
underlying execution engine are implemented from the SSCLI 2.0 prospective, but takes special focus on
the new features of version 2. The requirements that the resulting mechanisms place on the operating
system, and general porting issues, arefly discussed. Discussions of compilers, languages, and
frameworks, however, are sometimes lacking, as well ascamponenioriented uses of the CLI, which
fortunately can be found in the numerous other books on the .NET Framework and the CLI.

A disclaimer is also called for: the numerous C++ samples in this book taken from the SSCLI source code
have been considerably cleaned up, becoming pseadi® in the process. This was done to remove ugly
macros, errehandling, and asserts that pepper the RealeCand to make the code more readable. If you

are planning to add to or modify the SSCLI code, you should be aware of the invariants that must be
maintained and adopt the same programming conventions and error handling methods used by the
developers offte SSCLI. See Appendix D for a short description of these requirements.

Summary

The CLI is the first virtual execution environment designed from the ground up to be shared by many
different programming languages. Platform providers, framework buildergragdammers are not forced

into all-or-nothing language decisions just to take advantage of the facilities that make confjzmeeht
computing work, such as exceptions, garbage collection, reflection, code access security,-drndedata
extensibility. Wsing the CLI, it is easy to incorporate preexisting code into compdraesatd programming
efforts, which results in increased interoperability and shared infrastructure.

The CLI &s standardized format for p a cikdat@ meithgr, descril
operating system nor implementation language. This is important because this format forms the foundation

f or t he -déverd abchitectle.tDatdriven mechanisms increase programmer productivity because

they enable diverse programdyrliries, and tools to interact seamlessly and to evolve over time. A data

driven component model isasfuttper o of as t odayds technology all ows.

The abstract instruction set and the type system th
tempting glimpse of the Holy Grail: software that runs everywhere. The designers of the CLI certainly

anticipated a world in which multiple implementations and multiple versions of their standard would run

both sideby-side and on many platforms. Yet in this Wreach implementation is likely to expose unique

frameworks, services, utilities, tools, or language features that augment the basic capabilities, using the

CLI 6s excellent support for interoperabiinwhicy. What w
one rarely finds significant applications built on top of the standard runtime alone. Instead, applications
judiciously combine standard facilities with either platfespecific libraries or libraries designed

specifically for crosplatform use Most significant CLI programs will combine standard components with

either platformspecific components or thinglarty components designed specifically for cyplsdform use.

The CLI 06 sagnbsticnagpuoach,ets datiaiven architecture, and its wral execution model were

developed to create an arena in which components could cooperate effectively without sacrificing their

security and autonomy. Its unfolding chain of metadata creates an environment in which it is possible to

reason about the behiav of components and inject safeguards into their code before running them. Each

stage in the CLI®&s execution model involves receivi
augmenting it before passing it on to another stage. This book desbiiestire chain of stages and the
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execution engine in which they are implemented, from its initial bootstrap sequence to the death of its last
managed resource.
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2. Getting Started with Rotor

The expertise needed to build a virtual machine spans disciglindé/erse as systems design, compiler

theory, and hardware architecture. Understanding how and why this is true is important, both for those

using virtual machines to solve d&yday problems and for those extending or implementing them. The
purposeofii s book is to explain the CLI specification in
examples and clarification.

Before getting to these details, we 61 | take a detail
managed code with RotoA simple example will demonstrate these concepts: a managed component that
echoes its input back to the console. This example will form a recurring basis for continuing discussions of

Rot ordés i mplementation in the chapters that foll ow.

A Simple Component Assembly

Consider the simple CLI component in Exampi&, 2vhich consists of a single type namecho. The
Echo type has a single property nantechoString , and a single metho@oEcho.

ExampleError! No text of specified style in documenL. A simple CLI component expressed in C# code
using System;

public class Echo

{

private string toEcho = null;

public string EchoString {
get{ return toEcho; }
set { toEcho = value; }

}

public string DoEcho()

if (toEcho == null)
throw new Exception("Alas, there is nothing to echo!);
retun toEcho;

}

}

This component is written using the C# programming language and can be compiled into a CLI component
using any C# compiler. C# was chosen for eglasiin this book, because it was developed as a companion
language for the CLI standard and has direct syntax for many of the features found in the CLI.

The SSCLI source code distribution includes several compilers in addition to the C#
compiler that willbe used in this book. Most notably, there is a full JScript compiler that

is itself written in C#. Although there are no JScript samples in this book, the source code
for this compiler (found in thé directory) is worth browsing, since the typeless
dynamic semantics of the language differ greatly than from those of C#. The
implementation techniques used to support features such as runtime expression
evaluation demonstrate alternative design approaches.
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Given the renewed intdenesic i hamgeuwaeqds oy e(aswc hi nasi
ECMAScript, Python, or Lisp), curious programmers will find it a useful exercise to

write a simple fiHell o, script!jscthenmlaogatam i n ECMASCc
the generated code usiildasm

If you are unfani | i ar with C#, donodt wo r fleyel, coRmoaedteoriestedf a mi | i ar
programming languages such as Java should have no problem reading and understanding these very simple
examples. Many good online tutorials and books are available fee twho would like to learn C#; the

MSDN Visual C# developer center web ditp://msdn2.microsoft.com/ems/vcsharp/default.aspg one

good place to start.

Although we make no specificeference to C# 2.0 featurés this chapter those
programmers unfamiliar with the C# 2.0 enhancements (most notably generics, since that
will be a major topic in this edition of the books) should brush up on their C# 2.0 before
proceeding too deeply imtthe subsequent chapters. Again, while such knowledge is not
required to understand the material, having a context in which to frame the discussion is
most helpful and close to crucial in later chapters (such as Chapter 6)

Before we can compile and rtime code for th&cho component, we need to prepare Rotor for first use.

Configuring the Environment

Rotor is packaged as a compressed file archive, which can be expanded using your archiving utility of
choice. WIinRAR [jttp://www.rarlab.comand WinZip {(ttp://www.winzip.con) are two popular software
packages that will uncompress the Rotor tarball.

After profuse disk activity, unarchiving will leave a directory namedi20in its wake, containing more

than 13,000 files and directories, containing collectively over 3.5 million lines of code.

For mo st devel oper s, this wild.l be their first exper.i
code, so a quick reassurance heredcessary: you do not have to read through all of it to understand Rotor

or the CLI. In fact, when viewed |logically, ités | udi

on the CLI at Microsoft, has such knowledge. We will spend most ofilmer dn the execution engine

itself; other readers may find it useful and instructive to spend some time in the directories containing the
Framework Class Library source code in order to understand the underlying libraries, such as System.Xml
or System.Nethetter.

To tame this huge volume of code, the first thing that you will need to do after expanding the archive is to
set up a working environment within a commdimg shell. Rotor is designed for tinkering: it is assumed
that you will be working with muiple versions of the CLI on a single machine as you experiment, make
modifications, and use instrumented versions of the runtime for debugging, profiling, or tracing. To make
sideby-side operation easy, configuration is done using environment varifialeare easy to set and to
change.

Within the root of the directory, a batch file stands ready to configure the runtime environment:
I Running the batch file is as simple as firingcup and typing:

C:\ sscli20> env

One of three different build variantsin be established using commdiné arguments to the script. In the

build, symbols are generated for debugging and no compiler optimizations are used when building
code.Some extra instrumentation is also built into the CLI execution engine. This mode is slow but very
useful when debugging.ree mode, in contrast, is built without debugging instrumentation. It is also built
using compiler optimizations so that it can bdast as possible and will have the best performance of the
three variants: is a compromise between the free and checked: it preserves debug symbols and
instrumentation but also uses some compiler optimizations.
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Whenever you run code using t8eS C L | or use tools from within the
need to set up your environment first. There are several runtime configuration parameters

that depend on values found in environment variables or are direxgecyfic. This bit of

legerdemain may sen a bit awkward and unnecessary at first, but it is done to support

sideby-side execution. Using Rotor, it is possible to run assemblies built from differing

versions of the CLI (including your own custom versions!) without issues. By using

versionspecfic command shells that have had their environments tailored to specific

instances of the Rotor build, you can easily switch between versions by switching

between command windows.

Passing the mode as a parameter to one cfithiecripts will set up corrg@nding environment values. If

no mode is specified, fastchecked is the defdsilhice most users of Rotor will want debug symbols,
fastchecked is a good option for most purposes, as it wasnddsgs a compromise between execution
speed and sourdevel debugging. Users who are primarily debugging and spelunking through the Rotor
code, however, may prefer the debug checked build, since the optimizations of fastchecked may cause
some source ling® appear out of sync with compiled code.

You will see the mode printed in response to your command.

C:\'sscli20>  enviree
Setting environment for using Microsoft Visual Studio 2005 x86 tools.
32- bit build
Free Environment
Building fo r Operating System - NT32
Processor Family - x86
Processor - 386
Build Type - fre
With your environment in place, youol l want to buil
binaiies, and so you must build it to do anything more than browse through source code. Fortunately, this is
straightforward, and there are only a few prerequisi

gigabyte is best), uitable devejopmeft ltobls (imatudiriyr)tinoyouh exaciions
path. Appedix A describes these prerequisites in detail.

Of course, if youdd Ilike to skip the Appendix, the si
file script for this purpse in the directory named | Using the command window in
which youbve prepar e dscl(diecteyntype:r onment , from t he

‘ C:\'sscli20>  buildall -C

Feel free to take a break at this point, becauséiiiid process is lengthy! After lots of stimulating disk
exercise, during which well over half a-togxewtabyte of
Shared Source CLI 2.0 installation, along with its rich set of accompanying tools and exanwplerify

that the build was successful, try typing:

‘ C:\sscli20>  csc -7

I f all has gone well, youdll see the usage message fc
message indicating the version of the compiler, just in casegmironment accidentally has the Visual

Studio tools in the PATH. Although compiling with Visual Studio and executing with Rotor is supported,

ités confusing and distracting.

At this point, yoldcbocemponersndy t o compil e the

Creating an Echo Canponent

To compile the C#cho component into an executable-disk library, use the following invocation of the
C# compiler (assuming thadchoybbubve saved it into a fil
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C:\'sscli20>  csc ftargetilibrary /debug echo.cs

This command will ppduce a file named that serves as a container for a CLI assembly that
contains theecho type. The debug switch causes a second file to be createdi, ) which contains
line number and symbol information for the debugger.

If you try to compile without commandine switches, compilation will fail,
becauseecho d oesndét def i n&aim which is heedd by eomention to
create standalone executables in C#.

Using the disassembler thatomes with the SSCLI, you can verify that contains both
metadata tables and CIL code for fh&ho type:

C:\sscli20>  ildasm - all echo.dll

/I Microsoft (R) Shared Source CLI IL Disassembler. Version 2.0.50826.0
/I Copyrig ht (c) Microsoft Corporation. All rights reserved.

n - DOS Header:

/I Magic: 0x5a4d

/I Bytes on last page: 0x0090

/I Pages in file: 0x0003

/I Relocations: 0x0000

/I Size of header (para graphs):0x0004
/I Min extra paragraphs: ~ 0x0000

/I Max extra paragraphs:  Oxffff

Il nitial (relative) SS:  0x0000

Il nitial SP: 0x00b8
/I Checksum: 0x0000
(MUCH more follows, spewing across pages o f output)
Note that is a wellformed PE/COFF executable. Many only slightly interesting details that relate
to the filebds structur e s c rkEohb tkypelitself. Stipped tolits egsenge r e a c h

(and liberally edited for retability), it looks like this:

.class public auto ansi beforefieldinit Echo
extends System.Object

field private string toEcho

.method public hidebysig specialname instance string
get_EchoString() cil managed
{

}

.method public hidebysig specialname instance void
set_EchoString(string ‘value') cil managed

/I CIL stripped for clarity

/I CIL stripped for clarity
}

.method public hidebysig instance string
DoEcho( ) cil managed

/I CIL stripped for clarity
}

.method public hidebysig specialname rtspecialname
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TheEcho type has a single field, a string nameéicho , a property nameBchoString
named DoEcho. It also has a constructor, which was automatically produced by theo@wiler.
Everything that a compiler would need to do type checking and other cetmpélevalidation is part of the
definition. No external resources are needed, such as header files or linker maps. Types in the CLI are self
contained and setfescribing Unlike traditional compilation toolsets, in which names, structural
information, source code, and object code often reside in separate places, CLI executables contain all of

instance void .ctor() cil managed

/I CIL stripped for clarity
}

.property instance string EchoString()
/I CIL stripped for clarity

}/ end of class Echo

their information in a single file.

If you expand thédoEcho implementation, youwan see that the simple, thrdime C# method has been

converted into 12 CIL opcodéy the C# compiler (the comments have been removed for clarity):

CIL is an intemediate representation of the behavior originally expressed in the C# program, and is the
target representation for compilers and other utilities that wish to express behavior natively in terms of the
ser vi ces.toréddland understahdf paiitcslarly forthose with e
some experience working with assembly language. It is fully described in the third partition of the ECMA
specification, for those who would like to dig deeper. (There are also a number of books thaheove

CLI

.method public hidebysig instance string
DoEcho() cil managed

/I Code size 39 (0x27)

.maxstack 2

Jocals init ([0] string CS$1$0000,
[1] bool CS$4$0001)

IL_0000: nop

IL_0001: Idarg.0

IL_0002: ldfld  string Echo::toEcho

IL_0007: Idnull

IL_0008: ceq

IL_000a: Idc.i4.0

IL_OO0b: ceq

IL_000d: stloc.1

IL_000e: Idloc.1

IL_000f: brtrue.s IL_001c

IL_0011: ldstr  "Alas, there is nothing to echo!"

IL_0016: newobj instance void [mscorlib]System.Exce

IL_001b: throw

IL_001c: Idarg.0

IL_001d: ldfld  string Echo::toEcho
IL_0022: stloc.0

IL_0023: brs IL_0025

IL_0025: Idloc.0
IL_0026: ret

}// end of method Echo::DoEcho

runti meos

ption::.ctor(string)

subject, includingNET IL Assembler 2.8y Serge Lidin, published by APress.)

One key to understanding CIL is to realize that the instruction set isisiaekl. So, for example, when the

first instructionldarg.0  (load argument zero) executes, itllp the first argument passed to the method

, and a method
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(which in this case is this pointer to theEcho instance being called) and pushes it onto the execution
stack. This value is then used by the next instrudtiid  (load instance field contents), which takes

single operand, the name of the field to load, dereferences it, and stores the result on the stack. In the
example,ldfld  takes thethis pointer from the top of the stack and uses it to dereference the named
field: Echo::toEcho

Those familiar with asseloly language might start to grow a bit skeptical: just how wide is this stack? Is it

32-hit? 64bit? The beauty of the CLI execution model and the CIL instruction set is that implementation

det ail s, such as the st ack @sedferidzeet exeatior but ratheefbre vant . C
compilation into code native to whatever processor is at hand. Alignment issues are also something that the

CLI programmer can rely on the JIT compiler to take care of automatically.

Other CIL Tools

CIL is alingua francafor CLI structure and behavior, and every CLI component can be shown gs
CIL. In fact, files containing CIL component descriptions can be built by hand and assemiled
directly into an executable by using thesm utility, without using any highelevel compiler. The

assembler is a counterpartittasm and its file format is often used as a target by compilers
that wish to target the CLI. In fact, the output froim can be recompiled byasm, a
capability-tippang.ledl thriozsneddasy to captutei pbetldeamp to
Echo component from its compiled form to CIL and back again:

C:\sscli20> ildasmout=roundtrip.il echo.dll
Ci\sscli20> ilasmdll roundtrip.il

CIL is also easy to manipatie and examine statically. As an example of this, you might examine
the tool that comes with the Rotor distribution. This utility verifies that the combinatio
of metadata and ClIL within an execut athineds assembl

=

The rest of the method is fairly easy to understand. frtree.s (branch short if true) instruction is

used to test the results of thi€ld  to see whether the topmost element on the execution stack-rauion

If it is, there is a jump to the labél 001c , which can be found in the column of labels on the lefthand
side of the CIL instructions. Otherwise, thi#str  (load string) instruction loads a reference to the
constant stringAlas, ... onto the execution stackyhere it is used as the sole parameter to the
constructor for aSystem.Exception , created by thenewobj instruction that follows it. With an
Exception  object on the stack, throw instruction terminates execution of this method and unwinds
the stack, loking for exception handlers. The instruction sequence for the nonexception path results in a
reference to the string value from tBeho::toEcho field being pushed onto the stack wittoc.0

It is returned to the original caller of the method with .

The ECMA specification for the CLI contains an excellent summary of the complete set
of CIL opcodes. See Partition Il for details.

Exercising the Echo Component

Given the lengthy disassembled outpuii) appears to contain a valid CLI component. Witha
program that takes advantage of its capabilities, however, this component and the assembly in which it is
contained are of little use. Here is code that willpcito through its paces:

using System;

public class MainApp
{
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public static void Main()

{
Echo e = new Echo();
e.EchoString = "Echo THIS!";
System.Console.WriteLine("First echo is: {0}", e.DoEcho());
e.EchoString = null;
System.Console.WriteLine("Second echo is: {0}", e.DoEcho());

}
}
This simple program instantiates Boho component, sets itschoString  property, and call®oEcho,
printing the results te [ It then set&choString  tonull , and call©oEcho again.

To find out more about any of the tools or utility prograbesng discussed in this
chapter, browse the documentation that comes as part of the SSCLI. The file

has links to individual web pages for every program in the
distribution. These pages document syntax and comuliemcarguments, asvell as
general usage.

To compile and run the code, save it into a file namech.csand feed it to the compiler, passiag
on the command line as a referenced component. The resuliing=xeprogram can be executed by using
the managed code lac utility,

C:\'sscli20>  csc ftarget:exe /reference:echo.dll /debug main.cs

Microsoft (R) Shared Source CLI C# Compiler version 2.0.0001

for Microsoft (R) Shared Source CLI version 2.0.0

Copyright (C) Microsoft Corporation. All rights reser ved.

C:\ sscli20> clix main.exe
First echo is: Echo THIS!

Unhandled Exception: System.Exception: Alas, there is nothing to echo!
at Echo.DoEcho() in C: \'sscli20  \ echo.csline 15
at MainApp.Main() in C: \'sscli20  \ main.cs:line 97

As you cansee, the program does precisely what it should, echoing the first string and then blowing up
with an unhandled exception! Because you compiled both files usinglébeg switch, the resulting

stack trace contains line number information about the protdatrio find out more about the exception

and what is causing it, you can drop into the managed code debuggérn;

C:\'sscli20>  cordbg main.exe
Microsoft (R) Common Language Runtime Test Debugger Shell Version 2.0.508 26.0
Copyright (c) Microsoft Corporation. All rights reserved.

(cordbg) run main.exe
Process 440/0x1b8 created.
[thread Oxce0] Thread created.

004:  public static void Main() {
(cordbg)

The debugger loadeu and automatically ranntil the first line of code ifMain . Note that to get to

this point the CLI has fired up three managed threads (of which much more will be said in later chapters).
The debugger prints out the current line, and then waits patiently for instructionge Tonssmand options,

you can type:

(cordbg) ?
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This will give you a list of all possible debugger commands. Typingy(sh) will display the source code
for the current method:

(cordbg)  sh

001: using System;

002:

003: public class MainApp {

004:*  public static void Main() {

005: Echo e = new Echo();

006: e.EchoString = "Echo THIS!";

007: System.Console.WriteLine("First echo is: {0}", e.DoEcho());
008: e.EchoStrin g=nul;

009: System.Console.WriteLine("Second echo is: {0}, e.DoEcho());

The asterisk indicates current position. By typing (cont ), you can watch the exception happen:

(cordbg)  cont
001: using System;
002:
003: publiccl ass MainApp {
004:*  public static void Main() {
005: Echo e = new Echo();
006: e.EchoString = "Echo THIS!";
007: System.Console.WriteLine("First echo is: {0}", e.DoEcho());
008: e.EchoString = null;
009: S ystem.Console.WriteLine("Second echo is: {0}, e.DoEcho());
(cordbg) cont
First echo is: Echo THIS!
First chance exception generated: (0x00cd6688) <System.Exception>
Unhandled exception generated: (0x00cd6688) <System.Exception>
_className=<null>
_exceptionMethod=<null>
_exceptionMethodString=<null>
_message=(0x00cd2110) "Alas, there is nothing to echo!"
_data=<null>
_innerException=<null>
_helpURL=<null>
_stackTrace=(0x00cd66f4) array with dims=[48]
_stackTraceString=<null>
_remoteStackTraceString=<null>
_remoteStackindex=0x00000000
_dynamicMethods=<null>
_HResult=0x80131500
_source=<null>
_Xptrs=0x00000000
_xcode=0xe0524f54

017: }

Using (wh) to view a trace of the execution stack amd (p) to examine the state of the instance of
Echo, you can see that tmeill ~ string field is causing the problem:

(cordbg)  wh
Thread Oxce0 Current State:GCUnsafe spot

0)* echo!Echo::DoEcho +00c2 in C: \'sscli20 \ echo.cs:17
1) main!MainApp::Main +00ba in C :\'sscli20  \ main.cs:9
-~ Managed transition

Although the commands might be foreign, this debugger interaction should be familiar to any programmer.
Based on the information discovered, you could convégin by adding ary block around calls to the
Echo component, which would give the program a chance to recover from runtime exceptions.
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Bootstrapping the Loading Process

To bootstrap the loading process, the application launcher receives the name of a managed executable
and runs that executable lmading the CLI execution engine, loading the executable file, and putting them
to work. We will take apart in much more detail in Chapter 4, but the executive summary goes
something like this:

1. loads the execution engine into its process spacky/hgmically loading the module.
2. then finds the file named in its commalinke argument and loads it into memory.

3. Finally, feeds the loaded file to a function exposed bysthereemodule named
_CorExeMain2 . When the functionretusn, t he managed executable has
off the lights and go home.

Once the file is passed to the execution engine, the CLI begins the business of loadingcamdpilifig
assemblies as they are needed.

Debugging the Rotor Execution Bgine

If you run itself under a debugger, rather than running the managed executable under a managed
debugger, you can see the workings of the execution engine in great detail. The cdb.exe Windows debugger
from the Debugging Tools for Windows package

(http://www.microsoft.com/whdc/devtools/debugging/default.mispadlows you to poke around the
execution engine:

C:\sscli20>  cdb 7 lines clix main.exe

Mi crosoft (R) Windows Debugger Version 6.7.0005.0
Copyright (c) Microsoft Corporation. All rights reserved.

CommandLine: clix

Symbol search path is: C: \ sscli20 \ binaries.x86chk.rotor \ Symbols;C: \sscli20 \ binar
ies.x86c¢chk.rotor

Executable search path is:

ModLoad: 00400000 00405000 clix.exe

ModLoad: 7¢900000 7¢9b0000 ntdll.dll

ModLoad: 7c800000 7¢c8f5000 C: \ WINDOWSystem32 \ kernel32.dll

ModLoad: 79e80000 79e9b000 C: \ sscli20  \ binaries.x86¢chk.rotor \ rotor_pal.dl
ModLoad: 10200000 10321000 C: \ WINDOWSNINSxS\ x86_Microsoft.VC80.DebugCRT_1fc8b
3b9alel8e3b_8.0.50727.762_x - ww_5490cd9f \ MSVCRS80D.dlI

ModLoad: 77¢10000 77c¢68000 C: \ WINDOWSystem32 \ msvert.dll

ModLoad: 71ab0000 71ac7000 C: \ WINDOWSystem32 \ WS2_32.dll

ModLoad: 71aa0000 71aa8000 C: \ WNDOWSsystem32 \ WS2HELP.dIl

ModLoad: 77dd0000 77e6b000 C: \ WINDOWSystem32 \ ADVAPI32.dll

ModLoad: 77e70000 77f01000 C: \ WINDOWSystem32 \ RPCRT4.dll

ModLoad: 7e410000 7e4a0000 C: \ WINDOWSystem32 \ USER32.dll

ModLoad: 7710000 77f57000 C: \ WINDOWSy stem32 \ GDI32.dll

ModLoad: 79ec0000 79edf000 C: \ sscli20  \ binaries.x86¢chk.rotor \ rotor_palrt.dll
ModLoad: 79e00000 79e08000 C: \ sscli20 \ binaries.x86¢chk.rotor \ sscoree.dll
(11¢8.1404): Break instruction exception - code 80000003 (first chance)

eax=002d1eb 4 ebx=7ffdf000 ecx=00000006 edx=00000040 esi=002d1f48 edi=002d1eb4
eip=7c901230 esp=001afh20 ebp=001afc94 iopl=0 nv up ei pl nz na po nc

€s=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 efi=00000202

*+ ERROR: Symboal file could n ot be found. Defaulted to export symbols for ntdl
.dll -

ntdll!DbgBreakPoint:

7c901230 cc int 3

0:000> bp main

0:000> I+t

Source options are 1:
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1t - Stepftrace by source line

0:000> s
0: 000> Isp28
At the prompt, display 2 source lines before and 8 after
0:000> ¢
Breakpoint O hit
eax=003d3bd0 ebx=7ffde000 ecx=003d6fc8 edx=00000002 esi=7c9118f1 edi=00011970
€ip=004018h3 esp=001aff6c ebp=001affb8 iopl=0 nv up ei pl nz na po nc
€s=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 efi=00000202

47 exten "C"

48: #endif
> 49:int__cdecl main(int argc, char **argv) {

50: struct_mainargs mainargs;

51:
52: #ifdef MSC_VER
53 if (PAL_Initialize(0, NULL)) {
54: return 1;
55. }
56: #else
clix!'main:
004018b3 55 push ebp

This looks promising. Rather than C# code, we have now paused executiorolvitnasly Glanguage
main() method. his code, of course, is the Rotor implementationdor, which will launch and run
>Usingcdbé go command, you can cause this to happen:

0:000> g

First echo is: Echo THIS!

(11e4.1730): Unknown exception - code e0524f54 (first chance)

Loading C:  \'sscli20 \ binaries.x86chk.rotor \ mscorrc.satellite to load strings.

Unhandled Exception: ModLoad: 51800000 5182a000 C: \ sscli20  \ binaries.x86chk.rot

or \ ildbsymbols.dll
System.Exception: Alas, there is nothing to echo!
at Echo.DoEcho() in C: \'sscli20 \ echo.csline 15
at MainApp.Main() in C: \'sscli20  \ main.cs:line 9
eax=77c3f88a ebx=00000000 ecx=77c3e9f9 edx=77c61a70 esi=7c90e88e edi=e0524f54
eip=7c90eb94 esp=001aelec ebp=001aele8 iopl=0 nv up ei pl zr nape nc

cs=001b ss=0023 ds= 0023 es=0023 fs=003b gs=0000 efl=00000246
ntdlllKiFastSystemCallRet:
7c90eb94 c3 ret
0:000>
Hmm, the debugger didndét catch the exception in this

The unfortunate truth is that managed code anmanaged code cannot easily be debugged from within

the same debugger. (We will see ways to examinecdfiipiled code and execution engine structures in

Chapter 5, but using these facilities with native debugging facilities is not easy.) Of coursackio$

symbolic information for managed code doesndt stop u
the execution engine under the debugger!

0:000> Isa Launch
93 }
94:}
95:
96: DWORD Launch(WCHAR* pFileName, WCHAR*  pCmdLine)
> 97/
98: WCHAR exeFileName[MAX_PATH +1];
99: DWORD dwaAttrs;
100: DWORD dweError;
101: DWORD nExitCode;
102:
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The application contains a function namédwunch , from which the CLI execution engines i
dynamically loaded and called. To run the C# codé/fain , maps the into memory and then
hands the image to a function namedorExeMain2 , which will load and run the code. By placing a
breakpoint at this point, you can actually trace digto this transition into managed code, but from the
perspective of the CLI implementer rather than the perspective of the C# programmer:

0:000> Is 147
147 nExitCode = _CorExeMain2(NULL, O, pFileName, NULL, pCmdLine);
148:
149: |/ _CorExeMain2 never returns with success
150: _ASSERTE(nExitCode !=0);
151:
152: DisplayMessageFromSystem(::GetLastError());
153:
154:  return nExitCode;
155:}
156:
0:000>  bp “clix.cpp:147°
0:000> g

At this point, put a breakpoint iRaiseException , which you know will be called when thecho
component uses thierow statement from withimoEcho. Continuing, hit this breakpoint:

0:000> bp kemnel32! RaiseException
0:.000> g

Firstecho is: Echo THI S!

Breakpoint 2 hit

eax=00000000 ebx=003de5c8 ecx=003de450 edx=00000007 esi=00000000 edi=003de450
eip=7c812a09 esp=001ae668 ebp=001ae67c iopl=0 nv up ei pl nz na po nc

¢s=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 efi=0000020 2
kernel32!RaiseException:

7¢812a09 8bff mov ediedi

The first"Echo THIS!"  output is amongdlds out put ; now you know that
spot that you were in i the Echo component is raising an exception, because digl fnas a null
val ue. Examining a slightly cleaned up Wemandon of
DoEcho:

0:000> k

ChildEBP RetAddr
WARNING: Stack unwind information not available. Following frames may be wrong.
001ae66 4 79e8ec82 kernel32!RaiseException
00lae67c 7934dae9 rotor_pal!PAL_RaiseException+0x2e
[c: \'sscli20 \ pal \ win32 \ win32pal.c @ 5614]
001ae764 793abc99 mscorwks!RaiseTheExceptioninternalOnly+0x27d
[c: \'sscli20 \clr \src \ vm excep.cpp @ 2648]
00lae8ac 0375c54amsc  orwkslJIT_Throw+0x1a8 [c: \'sscli20 \clr \src \ vm jithelpers.cpp
@ 4670]
001ae8f4 792e3ec5 0x375c54a
001ae8f8 79320914 mscorwks!CallDescrWorkerlnternal+0x33

001ae904 7932d3f6 mscorwks!GCSafeMemCpy+0xa4 [c: \'sscli20  \clr \src \ vm object.cpp @
1848]

792e3ec5 7404 1983 mscorwks!CallDescrWorker+0xa0 [c: \'sscli20  \clr \src \ vm class.cpp
@ 11285]

792e3ec5 00000000 0x7404f983

0:000>
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Looking at this stack trace in some detail, notice that at the point that the exception is being raised, you are
deep in the CLI executioangine. Not all frames are available fafbto display, but the initial frames not

shown are actually the calls to the JIT compiled versiondadicho and Main. (In Chapter 5, we will
examine debugging techniques that can be used to verify this). Tieedidiled code foDoEcho calls
theJIT_Throw helper function to actually raise its managed exception.

Donét worry if this doesndt make a | ot of sense yet.
runtime is composed of large quantities of @, and C++ code, mixed together in complex ways.
Wringing order from this apparently chaotic mass of code is the mission that this book sets out to complete.

Observing Managed Execution

Because so much of what 6s h a gepet selfmodifyingrcodd, tiysigte x ec ut i on
keep track of whatés going on can be awkward. Rat her
readers can take advantage of a number of trasidgliagnatic facilities that exist in Rotor.

To demonstrate the use of tracing, we will use it to observe the JIT compiler in action. First, modify
to contain a try block, as follows:

using System;
public class MainApp {
public static void Mai n() {
try{
Echo e = new Echo();
e.EchoString ="Echo THIS!";
System.Console.WriteLine("First echo is: {0}", e.DoEcho());
e.EchoString = null;
System.Console.WriteLine("Second echo is: {0}", e.DoEch o());
}catch {
System.Console.WriteLine("Caught and recovered from bad Echo.");
}
}
}

When you run this program, you will see:

C:\'sscli20>  csc /target:exe /reference:echo.dll /debug main2.cs
Microsoft (R) Shared S ource CLI C# Compiler version 2.0.0001
for Microsoft (R) Shared Source CLI version 2.0.0

Copyright (C) Microsoft Corporation. All rights reserved.

C:\'sscli20>  clix main2.exe
First echo is: Echo THIS!
Caught and recovered from bad Echo.

Scatered throughout the code that implements the CLI execution engine are thousands of calls to chunks of
code such as the following that are conditionally compiled for logging and debugging:

#if defined(_DEBUG) || defined(LOGGING)
const char *szDeb ugMethodName = NULL,;
const char *szDebugClassName = NULL;
szDebugMethodName = compHnd - >getMethodName(info - >ftn, &szDebugClassName );
#endif
#ifdef _DEBUG
static ConfigMethodSet fJitBreak;
fJitBreak.ensurelnit(L"JitBreak");
if (fitBreak.contains(szDebugMethodName, szDebugClassName,
PCCOR_SIGNATURE(info- >args.sig)))
_ASSERTE(!"JITBreak");

Chapter2: Getting Started with Rotof 37



/I Check if need to print the trace
static ConfigDWORD flitTrace;

if (fJitTrace.val(L" JitTrace"))
printf( "Method %s Class %s
#endif

In fact, this code snippet was taken directly frem

i mpl ementati on

of

\ n",szDebugMethodName, szDebugClassName );

» which is where the

R ofoundr \WWheneuvkd aThewcneethgd iisl cempiledt i ao build @

which DEBUGand LOGGINGare defined (such as checked and fastchecked), the JIT compiler executes

this #ifdef

C:\'sscli20>  set COMPlus_JitTrace =1
C:\sscli20>  clix main2.exe

Method SetupDomain Class AppDomain
Method .cctor Class PermissionSet

Method .ctor Class PermissionSet

Method .ctor Class PermissionSet

Method .ctor Class Object

Method Reset Class PermissionSet

Method SetUnrestricted Class PermissionSet
Method .ctor Class AppDomainSetup

Method set_Di
Method get_Value Class AppDomainSetup
Method SetupFusionStore Class AppDomain

sallowBindingRedirects Class AppDomainSetup

Method SetupDefaultApplicationBase Class AppDomainSetup

Method .cctor Class String
(Many more messages follow)

Method Mai  n Class MainApp
Method .ctor Class Echo

Method set_EchoString Class Echo
Method DoEcho Class Echo
Method WriteLine Class Console

(Many more messages follow)

Method .ctor Class SyncTextWriter
Method get_FormatProvider Class T
Method WriteLine Class SyncText\Writer
First echo is: Echo THIS!

Caught and recovered from dysfunctional Echo

extWriter

(Many more messages follow)

Method op_Explicit Class IntPtr
Method WriteLine Class Console

Method WriteLine Class S yncTextWriter

The very first method to be Hdompiled when
surprising? Not really. Remember that much of the Rotor CLI implementation is written in C#. To run any
program, some of this C# code will beatted and executed. As part of that execution sequence, it will be

JIT-compiled from the CIL in its assembly, just like any other managed code. This is what happens in this

trace.
The

entire trace is

is run isAppDomain::SetupDomain

actuall

code. To see it in action, create an environment variable n&@étPlus_JitTrace
set its value td.. You should then see the following when you nun

y

, and

. Is this

g u-pltsdineehede.ilnpthad,eme i n g ,

included only a few of the important parts in the previous listing, including the lines in which the
MainApp and Echo types are compiled, as well as the point at which their output is emitted to the
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console. Note how many metlt® are compiled between the time tRatEcho is run and the time the
characters emerge on the console!

There is actually a vast diagnostic loggsupsystem in Rotor with a number of different facilities defined,
eachof which can be enabled for logging. The diagnostic variable namgHacility is a bitmasked
field mapping to 32 different logging categories, defineddn 1 These flags can be
combined to trace very specific parts of the exeouéingine. Thé.ogLevel diagnostic variable is used

in conjunction withLogFacility to indicate the level of detail which the execution engine should
provide. BothLogLevel andLogFacility have default behavior that results in maximum logging.

One approacto setting these variables is to use environment variables, as you did with the JIT trace. First,
turn off the JIT trace:

C:\'sscli20>  set COMPlus_JitTrace=0

Then, to turn on allocation tracing in the garbage collector, which by looking at the higageufknow
has a flag value dix100 , type the following:

C:\'sscli20>  set COMPlus_LogEnable =1
C:\'sscli20>  set COMPlus_LogToConsole =1
C:\sscli20>  set COMPlus_LogFacility ~ =0x100
C:\'sscli20>  clix main2.exe
TID 12a4: Executing program with command line 'main2.exe '
TID 12a4: Allocated 4096 bytes for REF_TYPE 01c00018 System.Object]]
TID 12a4: Allocated 72 bytes for REF_TYPE 00ccf8a4
System.OutOfMemoryException[C: \ sscli20  \ binaries.x86chk.rotor \ mscorlib.dll]
TID 12a4: Allocated 72 bytes for REF_TYPE 00ccf8ec
System.StackOverflowException[C: \ sscli20 \ binaries.x86chk.rotor \ mscorlib.dll]
TID 12a4: All ocated 72 bytes for REF_TYPE 00ccf934
System.ExecutionEngineException|[C: \ sscli20 \ binaries.x86¢hk.rotor \ mscorlib.dll]
TID 12a4: Allocated 72 bytes for REF_TYPE 00ccfo7c
System.Threading. ThreadAbortException[C: \'sscli20 \ binaries.x86¢chk.rotor \ mscorlib.d 1]
TID 12a4: Allocated 72 bytes for REF_TYPE 00ccfoc4
System.Threading. Thread AbortException[C: \'sscli20 \ binaries.x86chk.rotor \ mscorlib.dll]
TID 12a4: Allocated 12 bytes for REF_TYPE 00ccfaOc
System.Object[C:  \'sscli20 \ binaries.x86chk.rotor \'mscorlib.d 1
(and onandon...)

An interesting thing to notice in this example is that allocation order is quite different from JIT compilation
order. In fact, the first thing to be allocated is fheception  object for outof-memory errors! Many
delightful fadoids can be gleaned by examining execution traces.

Log settings can also be made by using a configuration file that is tied to the build of the CLI being used,

such as 2 For example, to watch everlpg
message available, with output going to both the console and a file mamed, the file in the
subdirectory of the appropriata directory ( for the fastchecked build on

x86) would look like this:

[Ro tor]
LogEnable=1
LogLevel=10

LogToConsole=1
LogToFile=1
LogFile=C: \sscli20 \ rotor.log

Be warned that running with extremely high log levels generates copious amounts of output during
execution. Running at LogLevel=10) generate many megabytes of text. As a result, not only
will a log file fill extremely quickly (or scroll by in the console window far too quickly to read), but
execution will slow down due to the amount of console I/O taking place. There are more instructians and
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number of logging examples in the fiie that will help you navigate and use this
facility efficiently.

Looking Ahead

Within the rest of the book, we will focus in detail on each of the elements we have already touched on:
types assemblies and metadata, JIT compilation, managed execution, automatic memory management, and
the platform adaptation layer. In the next chapter, we begin by examining the notion of type within the CLI
and the execution engine, and how the CLI guarantgessafety within the managed environment.
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